3apeructpupoBano B Muntocte Poccun 14 mas 2013 r. Ne 28375

OEJIEPAJIBHASA CJIYXKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 18 deBpans 2013 r. Ne 21

OB YTBEP)KIEHHUHN COCTABA U COJAEPKXAHUSA
OPITAHM3ALMOHHBIX 1 TEXHUYECKUX MEP I10 OBECIIEYEHHWIO
BE3OIMTACHOCTH NEPCOHAJIBHBIX JAHHBIX ITPU UX OBPABOTKE

B THO®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TIAHHBIX

CIUCOK M3MEHSIONINX TOKYMEHTOB
(B pen. IIpukaza ®CTDK Poccum ot 23.03.2017 Ne 49)

B cootBercTBuM ¢ dacThio 4 crathu 19 denepanbHoro 3akoHa ot 27 uronst 2006 r. Ne 152-d3 "O
nepcoHaNbHBIX JaHHBIX" (CoOpanue 3akoHoAaTenbcTBa Poccuiickoit @enepammu, 2006, Ne 31, cr. 3451;
2009, Ne 48, cT. 5716; Ne 52, cr. 6439; 2010, Ne 27, ct. 3407; Ne 31, cr. 4173, ct. 4196; Ne 49, ct. 6409;
2011, Ne 23, cr. 3263; Ne 31, ct. 4701) u Ilonoxenuem o denepanbHOil Cly:k0€ MO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpOJIIO, YTBEpKJIeHHbIM Yka3oMm IIpesunenta Poccuiickoit denepanuu ot 16 aBrycra
2004 1. Ne 1085 (Cobpanue 3akonoaarenbctBa Poccuiickont @enepamuu, 2004, Ne 34, ct. 3541; 2006, Ne
49, ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, ct. 5431; 2012, Ne 7, ct. §18), mpukasbiBaio:

1. YTBepauts npunaraempie CocTaB M COJAEpP)KAHUE OPraHU3ANMOHHBIX UM TEXHUYECKHX MEp IO
oOecrieueHnI0 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX MPU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMax
MEPCOHAJIbHBIX TAHHBIX.

2. Ilpusnate yrtpatuBmuMm cuiny npukaz ®CTOK Poccum or 5 despans 2010 r. Ne 58 "O6
yTrBepxaeHuu [lonoxkeHust o0 MeToAax u crnocodax 3amuThl HHPOpMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX
MEePCOHANIbHBIX JaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 despans 2010 r., peructpaiioHHbIH
Ne 16456).

Jupexrop

denepanbHOM CIIYKOBI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBepKACHBI
npukazoM ®CTIK Poccun
ot 18 deBpams 2013 1. Ne 21

COCTAB U COJEP)KAHUE
OPIAHU3AIIMOHHBIX U TEXHUYECKHUX MEP I1IO OBECIIEYEHHUIO
BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX ITPU NX OBPABOTKE

B MTH®OPMANMOHHBIX CHCTEMAX NEPCOHAJIBHBIX TAHHBIX

Crucok HU3MCHAIOMUX TOKYMCHTOB
(B pen. Ilpukaza ®CTOK Poccum ot 23.03.2017 Ne 49)

1. O0wue moJyIoxKeHus

1. Hacrosimuii JOKyMeHT pa3padoTaH B COOTBETCTBUHU € 4acThio 4 ctaTthu 19 denepanbHOroO 3aKoHa
ot 27 wromnst 2006 1. Ne 152-®3 "O nepconanbHbix AaHHBIX" (CoOpaHue 3akoHOIaTeNbCTBA Poccuiickoit
®enepanuu, 2006, Ne 31, c1. 3451; 2009, Ne 48, c1. 5716; Ne 52, c1. 6439; 2010, Ne 27, c1. 3407; Ne 31, cT.
4173, ct. 4196; Ne 49, ct. 6409; 2011, Ne 23, c1. 3263; Ne 31, ct. 4701) u ycraHaBiIMBaeT COCTaB U
COJIEp)KaHUE OPTraHU3ANMOHHBIX W TEXHUYECKHX MEp IO O0CCIeueHUI0 Oe30MacHOCTH MEPCOHATBHBIX
JaHHBIX MPH WX 00paboTke B MH(YOPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX JaHHBIX (Jajee - Mephl Mo
obecrniedyeHn0 0€30MaCHOCTH TEPCOHANBHBIX JIAHHBIX) IS KKIOTO W3 YPOBHEHW 3alMIIEHHOCTH
MEPCOHANBHBIX JAHHBIX, YCTAaHOBJICHHBIX B TpeOoBaHMSIX K 3alllUTe MEPCOHATbHBIX MAHHBIX MPHU UX
00paboTke B MH()OPMAIMOHHBIX CHCTEMaxX MEPCOHATBHBIX JTaHHBIX, YTBEPXKJICHHBIX IOCTAHOBJICHHUEM
[TpaButensctBa Poccuiickoit ®enepaunu ot 1 HOsiOpss 2012 r. Ne 1119 (CoOpanue 3aKoHOAATETHCTBA
Poccuiickoit ®eneparuu, 2012, Ne 45, ct. 6257).

Mepel o obecrneueHHI0 O€30MacCHOCTH TMEPCOHAIBHBIX JAaHHBIX MPUHUMAIOTCS IS 3alllUThI
MEPCOHANBHBIX JJAHHBIX OT HEIPABOMEPHOT'O UJIU CITyYalHOTO JOCTYNa K HUM, YHUYTOXKEHUS, U3MEHEHHUSI,
OJIOKMPOBaHUSI, KOTTMPOBAHMUS, TIPEIOCTABICHUS, PACIIPOCTPAHEHUSI MEPCOHANBHBIX JaHHBIX, & TAKXKE OT
WHBIX HEMPABOMEPHBIX JIEHCTBUM B OTHOIIEHUH MEPCOHATbHBIX JaHHBIX.

B HacTosdmeM [OKyMEHTe HE pacCMaTpHUBAIOTCS BOMPOCHI oOecreueHuss 0e30MacHOCTH
MEPCOHAJIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TIOPSAJIKE K CBEIEHUSM, COCTABJISIFOIIUM
TrOCy/lapCTBEHHYIO TailHy, a TakKe Mephbl, CBS3aHHbIE C MPUMEHEHHEM IIH(PPOBATHHBIX
(xpunrorpapuyecKknx) CpeACTB 3alIUThl HHPOPMAILIUH.

2. beszomacHOCTh MEpPCOHANBHBIX JAHHBIX MpU UX 00paboTke B HWHGOPMAIMOHHOW CHCTEME
MEePCOHANIBHBIX JaHHBIX (fasiee - WHGOpPMAIMOHHAS CHUCTEMa) OOECIEYMBAET OMNEPaTop WM JIUILO,
OCyIIeCTBIsIoNIee 00pabOTKy MEepPCOHANIBHBIX JAaHHBIX MO MOPYYCHHIO OIepaTropa B COOTBETCTBHU C
3akoHoJaTenbcTBOM Poccniickont denepanmu.

st BeIMOTHEHUS paboT 1o 00ecnedeHno0 6€30MacHOCTH MEPCOHATBHBIX JAaHHBIX TTPH UX 00paboTKe
B MH(POPMAIIMOHHON CHUCTEME B COOTBETCTBUHU C 3aKOHOJATeNbcTBOM Poccuiickoit denepaiuu MOTYT
MIPUBJIEKATHCSI HA JOTOBOPHOW OCHOBE IOPUJIUYECKOE JUIO WIM WHAUBUIYAJTbHBINA MPEANPUHUMATEIND,
MMEIOIIUE JTUIEH3UIO Ha AeITeTbHOCTD M0 TEXHUYECKOH 3ammTe KOHPUISHIHATLHOW HH(OpMAaIIHH.

3. Mepsl 1o obecriedeHnio 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX PEATHU3YIOTCS B paMKaX CUCTEMBI
3aIUTHI TIEPCOHATBHBIX JAHHBIX, CO37aBAEMOI B COOTBETCTBUH ¢ TpeOOBaHUSIMHU K 3aIIUTE MEPCOHATHHBIX
JAHHBIX TPU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JTaHHBIX, YTBEPKICHHBIMU
noctaHoBieHueM [IpaButenscTBa Poccuiickoit @eaepannu ot 1 HosaOps 2012 1. Ne 1119, u m1omKHBI OBITH
HaIpaBlIeHbl HA HENUTPATH3AINIO aKTyadbHBIX YTPO3 0€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX.

4. Mepsl mo obecniedeHUI0 O€30MaCHOCTH TMEPCOHATBHBIX JAHHBIX PEATU3YIOTCS B TOM YHCIIE
MOCPEACTBOM MPUMEHEHHUs B MHPOPMAITMOHHON CUCTEME CPEAICTB 3aIUTHl UHPOPMAIIMU, TPOIICIIINX B



YCTAHOBJICHHOM IOPAAKE IPOUCAYPY OLCHKU COOTBCTCTBUS, B CIyUasaX, KOIlda IPUMCHCHHUC TaAKUX CPCACTB
HeO6XOI[I/IMO JIs HeﬁTpaJ'IPBaHHH AKTYaJIbHBIX YI'PO3 0e30macHOCTH IEPCOHATIbHBIX TaHHBIX.

6. OHeHKa 3(1)(1)CKTI/IBHOCTI/I p€ajin30BaHHBIX B paMKaXx CUCTEMBI 3alIUTEI ICPCOHAJIBHBIX JaHHBIX MEP
10 00eCIeUeHUI0 OC30IMaCHOCTH MEPCOHANIBHBIX JAHHBIX IIPOBOAUTCA OIICPATOPOM CAMOCTOATCIIBHO UJIA C
IIPUBJICYCHUEM Ha ,I[OFOBOpHOfI OCHOBC HOPUAWYCCKUX JIML W HWHIAUBHUAYAJIbHBIX npeﬂanHHMaTeneﬁ,
HMCIOIUX JIMOCH3UIO Ha OCYIICCTBIICHUC ACATCIBHOCTU I10 TEXHHYSCKOMN 3alluTe KOHCI)HI[CHLIPIEIHBHOIZ
I/IH(bOpMaI_[I/II/I. Vka3zanHas OLICHKA IIPOBOJUTCA HE PEIKE OAHOTI'O pa3a B 3 rojaa.

7. Mepsl mo o0ecriedeHnI0 0€30IMaCHOCTH TEPCOHAIBHBIX JaHHBIX MNpU HUX 00paboTke B
rOCy/IapCTBEHHBIX HMH()OPMALIMOHHBIX CHCTEMax MPUHUMAIOTCS B COOTBETCTBUU C TPeOOBaHUSIMU O
3amuTe  WHPOpPMAIMHM, COAEpIKAIICHCS B  TOCYAAPCTBEHHBIX  WH(MOPMAIMOHHBIX  CHCTEMaXx,
yctanaBiauBaeMbiMu @CTIK Poccuu B npesenax CBOMX MOJTHOMOYHMN B COOTBETCTBUHU C YACThIO 5 CTaThbU
16 ®enepanpaoro 3akoHa ot 27 wurons 2006 r. Ne 149-®3 "OO6 undpopmannu, UHPOPMALUOHHBIX
TEXHOJIOTHSX 1 0 3amuTte nHpopmaruu" (Cobpanue 3akoHomarenbcTBa Poccutickont denepanun, 2006, No
31, cT. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; No 30, ct. 4600; 2012, Ne 31, ct. 4328).

II. CocTaB u comepkanure Mep 1Mo 00ECTIICUCHUI0 OE30TTaCHOCTH
NIEPCOHAIBHBIX JJAHHBIX

8. B cocraB Mep 1o obecriedeHnIo 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX, PEAIN3YEMBIX B paMKax
CHCTEMbI 3aIUThl NEPCOHAIBHBIX JAHHBIX C YYETOM aKTyallbHBIX YIpo3 0O€30MacHOCTH IMEPCOHAIbHBIX
JAHHBIX ¥ IPUMEHSAEMBIX WH(POPMAIIMOHHBIX TEXHOJIOTHIA, BXO/IAT:

UJICHTUPUKAINS U ayTeHTU(UKAIUSA CYOBEKTOB JOCTYIa U O0BEKTOB JOCTYIIA;
yIpaBjeHUE JOCTYIIOM CYOBEKTOB JOCTYyIa K 00bEKTaM JOCTYIIa;
OrpaHUYEHUE NPOTPaMMHON CPEJIBI;

3alUTa MallMHHBIX HOCHUTENed WH(pOpMalluu, HAa KOTOPBIX XpaHATCS U (uiu) oOpabaThIBalOTCS
MepCOHAJIbHBIC JaHHBIC (Jajiee - MAITUHHBIE HOCUTENU NIEPCOHANIBHBIX JIAHHBIX );

perucTpanus coOObITHI 6€30MacHOCTH;

AQHTUBMPYCHAsS 3aIUTA;

oOHapy>keHHe (Mpe0TBpallleHne) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aILUIIEHHOCTH EPCOHAIBHBIX JaHHbIX;

o0ecrieyeHne 1eTI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATLHBIX JAHHBIX;

o0ecrieyeHne JTOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3aIIUTa CPebl BUPTYaTH3AIHHN;

3alUTa TEXHUYECKUX CPEJICTB;

3alIUTa UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laul JaHHBIX;

BBISIBJIEHHE WHIUAECHTOB (OJJHOTO COOBITHSI MJIM TPYHMBI COOBITHI), KOTOpble MOTYT MPHUBECTU K
cO0sIM WM HapyIIEHUIO (PYHKIMOHUPOBAaHUS HMH(OPMALMOHHOW CHUCTEMBI U (WJIM) K BO3HUKHOBEHHIO
yrpo3 6€30MacHOCTH NEPCOHANbHBIX JAHHBIX (Jajiee - MHIIMJCHTHI), U pearipoBaHue Ha HUX;

yIrpaBiieHue KOHUTyparueid WHPOPMAIMOHHOW CHCTEMBI M CHUCTEMBI 3alllUTHl MEPCOHAIBHBIX
JAHHBIX.

CocraB u coaepxaHue Mep 1o odecreueHnIo 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX, HEOOXOMMbIX
st obecrieueHus] KaKIOTO W3 YPOBHEH 3alIUINEHHOCTH TIEPCOHAIBHBIX JAaHHBIX, TPUBEACHHI B
MPUIIOKEHUHU K HACTOSIILIEMY JTOKYMEHTY.

8.1. Mepsl 1o uneHTH(UKAIUU U ayTeHTU(UKAUN CYOBEKTOB JOCTyNa U OOBEKTOB JOCTYIa
JOJDKHBI  00€CIIeYnBaTh IPHCBOCHHE CYOBEKTaM U OOBEKTaM JOCTyla YHHUKAJBHOTO IpH3HAKa
(upentudukaropa), cpaBHEHUE MPEIBIBIAEMOro CyOBEeKTOM (OOBEKTOM) JOCTyNa HACHTU(HUKATOpA C
MepeyHEM MPHUCBOCHHBIX HJIEHTU(UKATOPOB, a TaK)Ke MPOBEPKY MPUHAMIEKHOCTH CYOBEKTY (OOBEKTY)



JIOCTYIIa MPEIBIBICHHOTO UM UACHTU(DHUKATOPa (TTOATBEPKICHUE TIOUTMHHOCTH).

8.2. Mepbl MO YOpPaBICHHUIO JOCTYIIOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa JIOJIKHBI
o0OecnieunBaTh yMNpaBlIeHUE MpPaBaMU W NPUBHIETHSAMH CYOBEKTOB JOCTYIA, pa3rpaHUYECHUE AOCTYIa
CYOBEKTOB JIOCTyNa K 00BEKTaM JJOCTYIa HAa OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B MH(OPMALIMOHHOM
CUCTeME MpaBWJI pa3rpaHUYCHUs JOCTyMa, a TaKke oOecrneyrMBaTh KOHTPOJIb 3a COOIIOACHHEM ATHX
IIpaBUIL

8.3. Mepbl 10 OrpaHMYECHHUIO TPOTPAMMHOI! CpeJIbl TOTKHBI 00eCTIeunBaTh YCTAHOBKY U (MJIH) 3aIyCK
TOJIBKO Pa3pelIeHHOr0 K HCIOIb30BAHUIO B MH(POPMAITMOHHOW CHCTEME MPOrPaMMHOI0 00eCIIeUeHUs NI
UCKJIIOYAaTh BO3MOXKHOCTh YCTQHOBKM U (MJM) 3aIycKa 3alpelieHHOr0 K HCHOJb30BAaHHUIO B
MH(POPMAIMOHHOHN CHCTeMEe IPOTPAMMHOTO 00ecTieueHUsI.

8.4. Mepbsl MmO 3amIMTe MAIIMHHBIX HOCUTENICH NEPCOHANBHBIX MaHHBIX (CPEACTB 0OpabOTKH
(XpaHeHMs1) IEePCOHANBHBIX JITAaHHBIX, CbEMHBIX MAIIMHHBIX HOCUTEJIEH NEPCOHATBHBIX JaHHBIX) JOJKHBI
HCKJIIOYaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JOCTYINA K MAIMHHBIM HOCUTENSIM U XpaHALIMMCS Ha
HUX IIEPCOHANBHBIM JAHHBIM, & TaKX€ HECAaHKLMOHMPOBAHHOE MCIIOJIb30BAaHHE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MEPCOHATIBHBIX JIaHHBIX.

8.5. MephI 10 perucTpalny coObITHI 0€30IaCHOCTH TOJDKHBI 00eCTIeunBaTh cOOp, 3aIUCh, XPaHEHUE
U 3a1IUTy HH(POPMAIIUU O COOBITUAX 0€30IaCHOCTH B MH(DOPMAIIMOHHOW CUCTEME, a TAK)KE BO3MOYKHOCTh
MIPOCMOTpa M aHAIN3a HHPOPMALIUHU O TAKUX COOBITHSX M PEarupoBaHNE Ha HUX.

8.6. Mephl MO aHTUBHPYCHOM 3alllUTe JOJKHBI 0oOecreynBaTh OOHapyKeHue B MHGOPMAIMOHHOMN
CHCTEME KOMITBIOTEPHBIX MPOTpPaMM JIHOO WHOW KOMIBIOTEPHON MH(OpMAIUM, MpeIHa3HAuYCHHON s
HECaHKIMOHUPOBAHHOTO YHUYTOXEHUS, OJIOKUPOBAHMS, MOIU(DUKAINH, KOMHUPOBAHUS KOMIIBIOTEPHOM
uHbOpMAMK WJIM HEWTpadu3ald CPEACTB 3allUThl HHPOPMALMH, a TaKXkKe pearupoBaHHe Ha
oOHapyKeHHE ITUX MPOrpaMM U HHPOPMAIUH.

8.7. Mepsl 110 00HapyKeHUI0 (IIPEeIOTBPALLECHHIO) BTOPKEHHH JOIKHBI 00ecieunBaTh 0OHapyKeHue
neiicTBuii B HMH(OPMAIMOHHONW CHCTEME, HANpaBICHHBIX Ha HECAaHKIMOHMPOBAHHBIA JOCTYH K
uHpOpMalny, ClielaIbHbIE BO3ICHCTBUS HA MH(POPMALIMOHHYIO CUCTEMY U (WJIN) IEPCOHATIbHBIE IaHHbIE
B LEJISIX JA0OBIBAHUSA, YHUUYTOXKEHUS, NCKAKEHUS U OJIOKMPOBAHMsSI JOCTYyNa K IEPCOHAIbHBIM JAHHBIM, a
TaK)K€ pearupoOBaHUE HA ITH IEHUCTBUS.

8.8. MephbI 1o KOHTPOJTIO (aHATM3Y) 3aIIUIEHHOCTH TEPCOHATBHBIX JAHHBIX JOJDKHBI 00eCrednBaTh
KOHTPOJb YPOBHS 3alllMIICHHOCTH IEPCOHANBHBIX TaHHBIX, 00pabaThiBa€MbIX B HH(POPMAIIHOHHOM
CHUCTEME, nyTeM MMPOBCACHUA CUCTEMATUUYCCKUX MCpOHpI/IflTI/II\/’I 110 AHAJIIN3Y  3alIUIICHHOCTHU
MH(OPMALIMOHHONW CUCTEMBI M TECTUPOBAHHUIO PAOOTOCIIOCOOHOCTH CHUCTEMBI 3alIUTHI MEPCOHATBHBIX
JTaHHBIX.

8.9. Mepnl no obecredeHno eI0CTHOCTH NH(OPMAIIMOHHOM CHCTEMbI U MEPCOHANBHBIX JaHHBIX
JOJDKHBI  o0ecreunBaTh OOHapykeHHe (DaKTOB HECAHKIMOHMPOBAHHOIO HAPYIIEHUS IIEJIOCTHOCTH
I/IH(l)OpMaIII/IOHHOI\/'I CUCTCMbI U COJACPNKAIIUXCA B HeH MNEPCOHANIBHBIX JAHHBIX, d@ TAKXC BO3MOXHOCTH
BOCCTAaHOBJICHUS MH(POPMALIMOHHOM CUCTEMBI U COJIEPIKALINXCS B HEW MEPCOHAIBHBIX JIaHHBIX.

8.10. Mepsl 1m0 0OOECNEYEeHHIO JOCTYITHOCTH IEPCOHAIBHBIX JAHHBIX JOJDKHBI 0O0ecrednBaTh
aBTOPU30BAaHHBIM JOCTYN IOJb30BaTENeH, UMEIONIUX IpaBa MO JOCTYMY, K MEPCOHAIbHBIM JaHHBIM,
cofepkauuMcs B MHGOPMALlMOHHON  cucTeMe, B  IITaTHOM peXuMe  (PYHKIMOHMPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 1o 3amuTe cpeabl BUPTyaln3aluy JOHKHBI HCKIII0YaTh HECAHKIITMOHUPOBAHHBIN TOCTYI
K TNEpPCOHAIbHBIM JaHHBIM, 00pabaThIBa€MbIM B BHUPTYaJbHOM HH(pacTpyKType, U K KOMIIOHEHTaM
BUPTyaJibHOW MH(pacTpyKTypsl U (WJIM) BO3JEHCTBUE HA HMX, B TOM YHCIE K CPEICTBAM YIpaBJICHUS
BUPTYaJIbHOW HMH(PACTPYKTYpOil, MOHUTOPY BHUPTYaJbHBIX MalIMH (THUIEPBU30PY), CUCTEME XPaHEHHUS
JAHHBIX (BKJIIOYasi CUCTEMY XpaHeHUs: 00pa30B BUPTYaIbHOM MH(PACTPYKTYpHl), CETH NEpeaay JaHHBIX
yepes JEMEHTHI BUPTyalbHON WK (pU3ndeckoil HHQPaCTPyKTYphl, TOCTEBLIM ONEPALIMOHHBIM CUCTEMAM,
BUPTyaJIbHBIM MallIMHaM (KOHTEHHEpaM), CUCTEME U CETH PEIUIMKAllUU, TePMUHAIBHBIM U BUPTYaIbHBIM
yCTpOICTBaM, a TaKXKe CUCTEME PE3EPBHOTI0 KOMMUPOBAHUS U CO3/IaBAEMBIM €10 KOIHSM.



8.12. Mepbl 10 3a1IUTe TEXHUUECKUX CPEICTB JODKHBI HCKITIOYAaTh HECAHKIIMOHUPOBAHHBIH TOCTYII K
CTallMOHAPHBIM TEXHUYECKUM CpEJICTBaM, 00pabaThIBAIOIIMM IEPCOHANIbHBIE JaHHBIC, CPEACTBAM,
obecnieunBarOIMUM (HYHKIIMOHUPOBAHUE HH(DOPMAIIMOHHOW CHUCTEMBI (J1ajee - cpencTBa oOecredeHUs
(GYHKIIMOHUPOBAHMS ), U B MOMEILIEHHUS, B KOTOPHIX OHU IOCTOSHHO PACIIONIOKEHBI, 3alIUTY TEXHUYECKUX
CPEACTB OT BHEUIHMX BO3ACUCTBHU, a TaKkXKe 3aIUTy NEPCOHATIBHBIX JAaHHBIX, IPEJCTABICHHBIX B BUC
MH(OPMATHUBHBIX ANEKTPUUECKUX CUTHAIIOB U (PU3NUECKUX MOJIEH.

8.13. Mepsl 1o 3amuTe HHPOPMAIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3U U Nepeaadn JTaHHbBIX
JOJDKHBL  00ecreuuBaTh 3allUTy MEPCOHAIBHBIX MTAHHBIX MpPU B3aMMOJCHCTBMM WH(POPMAIIMOHHON
CUCTEeMbl HWJM €€ OTACNbHBIX CETMEHTOB C HWHBIMM HH(GOPMAIMOHHBIMU  CHCTEMaMH U
MH(POPMAIMOHHO-TEIEKOMMYHUKAITUOHHBIMUA ~ CETSIMH ~ TIOCPEACTBOM  IPUMEHEHHUS  apXUTEKTYPHI
MH(OPMALIMOHHONW CHUCTEMBI M IMPOEKTHBIX PEIICHUH, HAlpaBiICHHbIX Ha oOecredeHue Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX.

8.14. Mepbl 1O BBISBICHUIO WHIUACHTOB U pEAarupoBaHHIO Ha HUX JOJDKHBI OOecreynBaTh
oOHapyKeHHe, UICHTH(PUKALINIO, aHATH3 UHIUACHTOB B MHPOPMALMOHHONW CHUCTEME, a TaKXKe MPUHATHE
Mep 10 YCTPAHEHHUIO U MPEIYNPEKICHUIO HUHIIUICHTOB.

8.15. Mepbl no ympaBlieHHI0 KOHuUrypauueid HHGOPMAIMOHHON CHUCTEMBI M CHUCTEMBI 3aIIHUTHI
NEPCOHANBHBIX  JAaHHBIX JOJDKHBI  O0ECIeYMBaTH  YIpaBICHHWE HW3MEHEHHSIMH KOH(UTypanuu
MH(OPMALIMOHHONW CHCTEMbl U CHUCTEMBbl 3alUThl MEPCOHAIBHBIX TaHHBIX, AHAIHU3 IMOTEHIIMAIBLHOTO
BO3CUCTBUS TUIAHUPYEMBIX U3MEHEHNH Ha obecrieueHue 0e30MacHOCTH IePCOHANBHBIX JaHHBIX, a TAKKe
JOKYMEHTHUPOBAaHUE ITHUX U3MEHEHUH.

9. Be16op Mep no obecrneueHnio 6€30MacHOCTH MEPCOHANIBHBIX JTAHHBIX, MOJICKAITUX peaTn3alii B
MH(OPMALIMOHHON CUCTEME B PAMKaX CHCTEMBI 3alllUThI IEPCOHATBHBIX TaHHBIX, BKIIOYAET:

ompezeneHue 6azoBoro Habopa mMep Mo odecrneueHu0 0e30MacHOCTU MEePCOHATBHBIX JaHHBIX IS
YCTaHOBJICHHOTO YPOBHSI 3alIMIIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX B COOTBETCTBHH C 0a30BHIMU HabopaMu
Mep Mo oOecrnevyeHur0 Oe30MacHOCTH MEPCOHANBHBIX [AHHBIX, MNPUBEIACHHBIMU B MPUIOKCHHUH K
HACTOSIIEMY JOKYMEHTY;

ajanTtanuo 6azoBoro Habopa Mep 1o odecredeHno 0€301aCHOCTH IEPCOHAIBHBIX JAHHBIX C YYETOM
CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XapaKTEPUCTUK HWH(GOPMALMOHHON  CHUCTEMBI, HH(POPMAIIMOHHBIX
TEXHOJIOTUH, 0COOEHHOCTENW (PYHKIIMOHUPOBAaHUS NH()OPMALIMOHHON CUCTEMBI (B TOM YMCIIE UCKITIOUEHHE
u3 06a3oBoro Habopa Mep, HEMOCPEJCTBEHHO CBS3aHHBIX C HMH()OPMAIMOHHBIMU TEXHOJOTUSMH, HE
MCTOJIb3yeMBIMU B UHPOPMAIIMOHHOM CUCTEME, WIIN CTPYKTYPHO-() YHKIIHOHATbHBIMU XapaKTEPUCTHKAMH,
HE CBOMCTBEHHBIMU MH(POPMAILIMOHHON CHCTEME);

YTOUHEHHUE aJalnTHPOBAHHOTO 0a30BOr0 Habopa Mep Mo 00eCreYeHUI0 OE30MaCHOCTH MEPCOHATBHBIX
JAHHBIX C YYETOM He BBIOPAHHBIX paHee Mep, MPUBEACHHBIX B MPUIOKEHUH K HACTOAILIEMY JTOKYMEHTY, B
pe3yabTaTe Yero ONpEIEINSIOTCS Mephl MO0 O00ecCTeYeHHI0 Oe30MacHOCTH MEePCOHATBHBIX JaHHBIX,
HaIpaBlIeHHbIE HA HEUTpAM3allMI0 BCEX aKTYalbHBIX yrpo3 0€30MacHOCTH MEPCOHATbHBIX JAHHBIX JUIS
KOHKPETHOU MH()POPMAITMOHHOM CUCTEMBI;

JIOTIOTHEHWE YTOUHEHHOT0 aJaTUPOBAaHHOT0 6a30BOro Habopa Mep 1Mo 00eCreueHn0 0e30MacHOCTH
MEePCOHANBHBIX JIAHHBIX MEpaMH, 00ECIIEUNBAIOIINMHU BBITTOJIHEHUE TPEOOBAHUN K 3aIIUTE TEPCOHATBHBIX
TaHHBIX, YCTQHOBJICHHBIMH WHBIMH HOPMATHUBHBIMH IIPAaBOBBIMH aKTaMH B 00JacTH obOecredeHus
0€30MMacHOCTH MEePCOHATBHBIX TAHHBIX M 3aIIUTHI HH()OPMAIIHH.

10. Ilpu HEBO3MOXKHOCTH TEXHUYECKOM peann3aluu OTIENbHBIX BHIOPAHHBIX MEp MO 00EeCIIeYEeHUI0
0€30MaCHOCTH MEePCOHAFHBIX JIAHHBIX, a TAK)KE C Y4ETOM DIKOHOMHUYECKON IIEIecO00Pa3HOCTH Ha dTanmax
ananTauuu 6azoBoro HaOopa Mep M (WIM) YTOYHEHHs aJlalTUPOBaHHOro 0a30BOro Habopa Mep MOTYT
pa3padaTbIBaThCs HHBIEC (KOMIICHCHPYIOIINE) MEPBI, HANIPaBJICHHBIC Ha HEUTPAITH3aINI0 aKTYaIIbHBIX yIPO3
0€30MacCHOCTH NEPCOHAIBHBIX JTaHHBIX.

B sTOoM ciydae B xone pa3paOOTKM CHUCTEMBI 3allUTHl MEPCOHATBHBIX MAHHBIX TOJDKHO OBITH
IPOBEEHO OOOCHOBAaHME MPHUMEHEHHUs KOMIICHCHPYIOUIMX Mep uisi oOecrneueHus Oe301MacHOCTH
MEPCOHATBHBIX JAHHBIX.



11. B ciydae ompeneneHuss B COOTBETCTBUU C TpeOOBaHUSAMH K 3allUTe MEPCOHAIBHBIX MPU HX
00paboTke B MH(GOPMALMOHHBIX CHCTEMAax MEPCOHAIBHBIX JAHHBIX, YTBEP)KICHHBIMU IOCTAHOBJIEHUEM
IIpaButenscTBa Poccuiickoit @enepaunn ot 1 Hos0ps 2012 r. Ne 1119, B xauecTBe akTyaJabHBIX yrpo3
0€30I1aCHOCTH NEPCOHANbHBIX JAaHHBIX 1-r0 W 2-TO TUIIOB JOINOJHHUTEIBHO K MepaM MO 00eCreueHHIo
0€30MaCHOCTH TEPCOHATIBHBIX [aHHBIX, YKAa3aHHbIM B IIYHKTE & HACTOSIIEr0 JOKYMEHTa, MOTYT
IPUMEHSATBCS CIEIYIOLINE MEphI:

IPOBEPKA CUCTEMHOTO U (MJIM) IPUKJIAJHOTO IPOrPaMMHOI0 00ecIeYeHus1, BKIK0Yask IPOrpaMMHBIH
KO/, Ha OTCYTCTBHE HEJCKIAPHUPOBAHHBIX BO3MOXKHOCTEH C MCIIOIB30BAaHHMEM AaBTOMATH3HPOBAHHBIX
cpenctB u (Man) 06e3 UCIOJb30BaHUs TAKOBBIX;

TECTUPOBAaHUE UH()OPMAITMOHHON CHCTEMBI Ha TPOHUKHOBEHUS;

UCITOJIb30BaHUE B WH(POPMALMOHHON CHUCTEME CHCTEMHOIr0 M (WJIM) MPHUKIATHOTO MPOTrPAMMHOIO
o0ecniedeHus, pa3pabOTaHHOTO C UCIIOJIB30BAHUEM METO/IOB 3aIUILIEHHOTO MPOrPaMMHUPOBAHUSI.

12. TexHuueckue Mepsl 3alIUThl IEPCOHAIBHBIX JIAHHBIX PEAIU3YIOTCS MOCPEACTBOM IPUMEHEHUS
CPEICTB 3amuThl WH(OPMAIMK, B TOM YHUCIIE MPOTPAMMHBEIX (IIPOrPaMMHO-AMMAPaTHBIX) CPEACTB, B
KOTOPBIX OHU pPealn30BaHbl, UMEIOLINX He00X01uMble (YHKIIMU O€30MacCHOCTH.

[Ipu wcmonb30BaHMM B WH(GOPMAIMOHHBIX CHCTEMaX CepTU(DHUIIMPOBAHHBIX 110 TPEOOBAHUSIM
6e3omacHOCTH UH(OPMALIUU CPEJICTB 3aLTUTHl HHPOPMAITIH:

B MH(OPMALIMOHHBIX cHCTeMaxX | ypOBHs 3aIIMIIEHHOCTH MEPCOHANBHBIX NaHHBIX MPUMEHSIOTCS
CpEeICTBa 3allUThl HH(pOpMaLMK HE HUKE 4 Kilacca, a TAaKXKe CPEICTBA BBIUUCIUTENbHON TEXHUKU HE HUXKE
5 KJacca;

B MH()OPMAIMOHHBIX CHCTEMaxX 2 YPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
CpeICTBa 3allUThl HH(pOpMaLIMK HE HIKE 5 KIlacca, a TAK)Ke CPEe/ICTBA BRIYMCIUTEILHOW TEXHUKH HE HIKE
5 Kiacca;

B MH()OPMANMOHHBIX CHCTEMaxX 3 YPOBHS 3aIMIIEHHOCTH MEPCOHAIBHBIX TAaHHBIX IMPUMEHSIOTCS
CpeICTBa 3allIUThl HH(pOpMaLIMK HE HIKE 6 Kilacca, a TaK)Ke CPEe/ICTBA BRIYMCIUTEILHOW TEXHUKH HE HIKE
5 knacca;

B MH()OPMAMOHHBIX CHCTEMaxX 4 ypOBHS 3alMIIEHHOCTH MEPCOHATBHBIX JAHHBIX MPUMEHSIOTCS
CpeICTBa 3allUThl HH(pOpMaLK HE HIKE 6 KIlacca, a TaK)Ke CPe/ICTBA BRIYMCIUTEILHOW TEXHUKH HE HIKE
6 kJacca.

Kiacchl 3a1UThl OnpeesstoTCs B COOTBETCTBUU C HOPMATUBHBIMU TPAaBOBBIMH aKTaMU, U3JaHHBIMHU
B coOTBeTCTBHUH ¢ moAnyHKToM 13.1 mynkTa 8 [lonmoxxkenust o denepaqbHON CIyKOE M0 TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOIIIO, YTBepKAeHHOTro YKa3zoMm lIpesuaenta Poccuiickoit @enepaunu ot 16 aBrycra
2004 r. Ne 1085.

[Ipu wucnonp3oBaHMM B HMHPOPMANMOHHBIX CHCTEMaxX CpEACTB 3alllUThl  WHGOpMAIUH,
cepTU(ULIMPOBAHHBIX MO TPeOOBaHUAM OE30MACHOCTH HH(POPMAINH, YKa3aHHBIE CPEICTBA IOJKHBI OBIThH
cepTU(ULMPOBAHBl Ha COOTBETCTBHE O0OS3aTENbHBIM TpPeOOBaHMUSIM IO OE30MACHOCTH HH(OpMAaLNH,
YCTaHOBJICHHBIM HOPMAaTUBHBIMH TPABOBBIMH aKTaMH, WM TPeOOBAaHUSM, YKa3aHHBIM B TEXHUYECKHX
YCJIOBUSX (3aaHUSX 110 OE30MaCHOCTH).

OyHKIIUKU 6€30MaCHOCTH CPEJICTB 3aITUTHI MH(OPMAITUH TOJKHBI 00€CTICUUBATh BHITTOJTHEHUE MEP T10
obecrniedeHnto 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX, COJAEPKAIINXCS B HACTOSIIEM JOKYMEHTE.

st o6ecniedenns 1 u 2 ypoBHEH 3alIUIIIEHHOCTH MEPCOHANTBHBIX TAHHBIX, a TAKXKE TSI 00SCTICUCHHS
3 YpOBHsI 3alIUIIEHHOCTH TEPCOHAIBHBIX JaHHBIX B WH(MOPMAIMOHHBIX CHUCTEMax, I KOTOPBIX K
aKTyaJIbHBIM OTHECEHBI YIPO3bl 2-TO THWIIA, TPUMEHSIIOTCA CEpTU(DHUIMPOBAHHBIE CPEACTBA 3AIUTHI
uH(pOpMaIlUK, MPOTPAMMHOE OOeCIeueHHUEe KOTOPBIX MPOILIO MPOBEPKY HE HIDKE 4YeM 1o 4 ypOBHIO
KOHTPOJI OTCYTCTBHS HEJEKIAPUPOBAHHBIX BO3MOKHOCTEM.
(. 12 B pen. Tpukaza ®CTIK Poccun ot 23.03.2017 Ne 49)

13. Ilpu ucnonb30BaHMK B UH(DPOPMALIMOHHBIX CHCTEMax HOBBIX MH()OPMAIIMOHHBIX TEXHOJIOTHHA U
BBISIBIICHUH JIONOJTHUTEIBHBIX YTPO3 0€30MacHOCTH NEPCOHATIBHBIX JaHHBIX, AJIs1 KOTOPBIX HE OMpeaeIeHb



Mepbl oOecrieueHHs HX O€30MaCHOCTH, JOJDKHBI Pa3pabaThIBaThCS KOMIICHCHPYIOIIHME MEphl B
COOTBETCTBHH C ITYHKTOM 10 HacTOSIIETo JOKyMEHTA.



[Ipunoxxenue

k CocTaBy U coAep>KaHUIO
OpPTraHU3aIMOHHBIX U TEXHHYECKUX
Mep 10 00EeCTICUCHHIO OE30ITaCHOCTH
MIEPCOHAIBHBIX JaHHBIX MIPH UX
00paboTke B MHPOPMAITMOHHBIX
CUCTEMaxX NMEePCOHABHBIX JaHHBIX

COCTAB 1 COAEP’)KAHHUE
MEP 110 OBECIIEYEHHNIO BE3OITACHOCTH IIEPCOHAJIBHBIX TAHHbBIX,
HEOBXOJIMUMBbIX JIJIS OBECIIEUEHM A KAXOT'O 13 YPOBHEN
SAHNIMIIEHHOCTU ITEPCOHAJIBHBIX TAHHBIX

YcnoBHoe Copepxanuie Mep 1o o0ecreueHn o0 0€30MacHOCTH | Y POBHU 3aIUIIEHHOCTH
0003Ha4YeHHE U MEPCOHAIIBHBIX JTAHHBIX NIEPCOHATBHBIX JTAaHHBIX
HOMEpP MepbI

4 3 2 1

I. Unentudukanus u ayreHTuduKanus cyobekToB qocTymna u 00bexToB goctyna (MAD)

NAD.1 Wnentudukanus u ayreHTHQUKANUS MOJIb30BaTENeH, | + + + +
SIBJITFOIIUXCS pA0OOTHUKAMH OTIepaTopa

NAD.2 Wnentudukanys 1 ayreHTU()UKALNS YCTPOHCTB, B TOM + +
YHCJIEe CTAllMOHAPHBIX, MOOUJIBHBIX U TOPTATUBHBIX

NAD.3 VYnopasnenue wuaeHTudUKaTopaMu, B TOM uucie| + + + +
CO3/IaHuE, IIPUCBOCHHUE, YHUYTOXKEHUE
UACHTUPHUKATOPOB

NAD.4 VYnpaBieHue cpeicTBaMu ayTeHTH(uKauuu, B ToM| + + + +
yucllie  XpaHEHHWe,  Bblaya,  HMHULUAIM3aLM,

OJIOKMPOBAHUE CPE/ICTB AYTEHTU(PHUKALIUU U IPUHATHE
Mep B clydae yTparbl U (WJIH) KOMIIPOMETAIuu
CPEIICTB ayTeHTU(DUKAIIUN

NAD.5 3amura oOpaTHOH CBS3U pu BBOJE| + + + +
ayTeHTHU(UKALMOHHOW HH(POPMALIUU

NAD.6 Nnentudukanus u ayTeHTUPUKALUS MOJIb30BaTene,| + + + +
HE SBJIOMIMXCS PaOOTHUKAMM oreparopa (BHEIIHUX
0JIb30BaTeeil)

II. YopaBnenue 1ocTynom cyobeKToB JocTyma k o0bekTam goctyna (YIII)

VIII.1 Ymupasnenue (3aBeieHUE, aKTHBAIH, OJIOKUPOBaHUE H | + + + +
YHUUYTOXKEHHUE) YUYETHBIMU 3aITUCSIMU TIOJIb30BaTENEH, B




TOM YHCJIC BHEITHUX I10JIb30BaTeIICH

VIIJI.2

Peanuzamnus HEOOXOIMMBIX METOJIOB
(MMCKPEIMOHHBIM, MaHJATHBIN, POJICBOM WM WHON
METO/), TUIIOB (YTCHHE, 3aIlKCh, BBITIOJIHEHHE WIH
WHOM THUI) U MPABWJI Pa3rpaHUUCHHUS JTOCTYIIa

VL3

VYupasnenue (punbTpamms, MapIIpyTH3anus,
KOHTPOJIb COCTMHEHU, OHOHANPABICHHAs TIepeaayda
U HMHbIE CHOCOOBI yIpaBiieHUs) WH(POPMALMOHHBIMU
MOTOKAMH ~ MEXAY  YCTPOWCTBaMH, CErMEHTaMu
WHPOPMAIIMOHHON  CHCTEMBI, a TaKkKe MEXIYy
UH(QOPMAIIMOHHBIMU CHCTEMaMHU

VIIJ1.4

Pazgenenne momHOMOYMET (poJiell) mMoOJb30BaTelNeH,
aIMMHHUCTPATOPOB W ML,  OOECIEeYUBAIOIIUX
(GyHKIMOHMPOBaHUE HH()OPMAITMOHHON CHCTEMBI

VLS

Ha3nauenue MHMHUMQJIBHO HEOOXOJUMBIX IIpaB M
NPUBUJICTUI TOJB30BATEISIM, aJIMUHHCTPATOpaM U
aunaM, — o0eCHeuuBaOIMM  (YHKIIMOHMPOBAHHE
MH(POPMAIIMOHHON CUCTEMBI

VIIJL.6

OrpanuveHre HEYCICIIHBIX IIOMBITOK BXOJa B
UH()OPMATMOHHYIO CUCTEMY (mocryma K
MH(POPMAITMOHHOMN CHCTEME)

VIIJL7

[Tpexynpexaenne NoOJIb30BATENsl MPU €ro BXOAE B
WHPOPMAIIMOHHYI0  CHUCTEMYy O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEphI IO
obecreyeHno 6e30MacHOCTH NMEePCOHATBHBIX JaHHbIX,
U 0 HeoOXOIUMOCTU COOJIIOJIEHUSI YCTaHOBJIEHHBIX
OlepaTopoM TMpaBuWil OOpabOTKM MEpPCOHANBHBIX
JaHHBIX

VIIA.8

OmnosernieHue MoIb30BaTeNs MOCIE YCIENIHOTO BXO/Aa
B HMH(OPMAIMOHHYIO CHUCTEMY O €ro HpeIblaylieM
BX0/1€ B UH(QOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpaHnueHue 4nciia napajylesibHbIX CEaHCOB J0CTyNa
I KaXIO0M  Y4YEeTHOM  3aluCH  IOJb30BaTeNs
MH(OPMALIMOHHON CUCTEMBI

VIIJL.10

brnokupoBaHnue ceanca 10ocTyna B MH(DOPMAIMOHHYIO
CUCTEMY rmocie YCTaHOBJICHHOTO BpEMEHU
Oe3neiicTBUs (HEaKTUBHOCTH) TOJIB30BATENST WM TI0
€ro 3anpocy

V11

Paspermenne (3amper) JeHCTBUI MOJNB30BaTENEH,




pa3peleHHbIX 10 UACHTU(PUKAIIMY U ayTeHTUPUKAITTT

VIIJL.12

[Monnepxkka U coxpaHeHue aTpuOyTOB 0€30IaCHOCTH
(MeTok 0e30IMacHOCTH), CBSI3aHHBIX ¢ MH(pOPMAITUEH B
MIPOILIECCE €€ XpaHeHUsI U 00pabOTKH

VIIJL.13

Peanu3zanus 3aiUIeHHOr0 YAaJCHHOTO JIOCTyIa
CYOBEKTOB JIOCTylla K OOBEKTaM JOCTyla dYepes
BHEIIHUE WHPOPMAIIMOHHO-TEJICKOMMYHUKAIITMOHHBIC
ceTu

VIIA.14

Pernamentanuss ¥ KOHTPOJb HCIIOJIB30BAHMS B
MH(POPMAIMOHHOM cucreme TEXHOJIOTUI
0ecrpoBOIHOIO AOCTYIA

VIL15

PernmameHTanuss W KOHTPOJb HCIIOJIL30BaHHS B
WH(POPMAIIMOHHOKN CHCTEME MOOMIIBHBIX TEXHHUYECKUX
CpEICTB

VIII.16

VYnpasiieHue B3auMoIeCTBUEM ¢ HTHPOPMALIMOHHBIMU
CHCTEeMaMH CTOPOHHHX OpraHu3aluid (BHEUIHHE
MH(pOPMAITMOHHBIE CHCTEMBI)

VIIJL17

ObecrieyeHrie  JOBEPEHHOM  3arpy3KH  CPEJIICTB
BBIYUCIIUTEIILHON TEXHUKHU

[II. Orpanunuenue nporpammuoi cpensl (OIIC)

OIIC.1

VYrpasnenue 3amyckoM (00paleHusIMH ) KOMIIOHEHTOB
MpPOrpaMMHOTO  oO0ecredeHus, B TOM  YHCIE
ompe/ielIieHUE 3amyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
rapaMeTpoB 3allyCka KOMIIOHEHTOB, KOHTpOJIb 3a
3aITyCKOM KOMIIOHCHTOB ITPOrpaMMHOI'0O oOecrieyeHus

OIIC.2

VYpasnenue YCTaHOBKOH (uHCTAMIALKEN)
KOMITOHEHTOB IPOTPaMMHOI0 0O€ecIiedeHusl, B TOM
4HClIE OIpENEICHUE KOMIIOHEHTOB, IOJIEkKAIINX
YCTaHOBKE, HAcTpoWKa IapaMeTpoB  YCTaHOBKHU
KOMIIOHEHTOB, KOHTPOJIb 3@ YCTAHOBKON KOMIIOHEHTOB
MPOrpaMMHOTO 00ecTIeueHUs

OIIC.3

VYcTaHoBKa (MHCTAISALUSA) TOJBKO Pa3peleHHOro K
MCIOJIb30BAaHUIO MPOTPaMMHOI0 obecrieyeH s U (1)
€ro KOMIIOHEHTOB

OIIC.4

VYmupasrnenue BpeMeHHbIMH (haiilamMu, B TOM YHCIE
3amper, paspeuieHue, NepeHanpaBlIeHHe 3alllCH,
yAaJICHHE BPEMEHHBIX (haiiIoB




IV. 3amuTa MalmMHHBIX HOCUTENICH epCcoOHATBHBIX JaHHBIX (3HI)

3HU.1

Yyer MalIMHHBIX HOCUTEIICH NEPCOHAIBHBIX JAHHBIX

3HNU.2

praBHeHI/Ie JOCTYIIOM K MAalIMHHBIM HOCHUTCIISAM
MEPCOHANIBHBIX JaHHBIX

3HI.3

KonTposib mepemenieHuss MalIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JTAHHBIX 32 MPEJEIIbl KOHTPOIUPYEMOM
30HBI

3HIN.4

HckimoueHne BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHST C  COJEpKaHWEM TMEePCOHATBHBIX
JTAHHBIX, XPAHANIMXCS HA MAIIUHHBIX HOCHUTEISX, W
(W1M) HCTONB30BAHMS HOCHUTENIEW IMEePCOHATBHBIX
JAHHBIX B MHBIX HH()OPMAIMOHHBIX CHCTEMaX

3HIN.5

KonTpone wucnonp3oBaHus HWHTEPPEHCOB  BBOAA
(BpIBOJIa) WHGpOPMAMK HA MAIIUHHBICE HOCHUTEIU
MIEPCOHAITBHBIX TAaHHBIX

3HU.6

KonTpone BBOma (BbIBOAA) WHPOpMAlMu  Ha
MaIlTMHHBIE HOCUTENN IEPCOHATBHBIX JTAHHBIX

3HN.7

KoHTposib MOOKIIOYEHHS MAIIMHHBIX HOCHUTENEH
MEPCOHABHBIX JAHHBIX

3HIN.8

YHuutoxkeHue (cTupaHue) WM 00e3IMYMBaHUE +
MIEPCOHANBHBIX JAaHHBIX HA MAITMHHBIX HOCUTEISAX MTPH
UX Tepefadye MeXAy I0JIb30BaTeNIsIMUA, B CTOPOHHUE
OpraHM3alyM Uil PEMOHTA WIHM YTUIN3ALUH, a TaKKe
KOHTPOJIb YHUUTOKEHUS (cTupanus) WIn
00e3TMYMBaHMs

V. Peructpanust cobsitii 6e3onacHoctu (PCB)

PChb.1

Omnpenenenue coObITHII OE30MACHOCTH, MOANEKAIIUX | + +
pETUCTpAINH, U CPOKOB UX XpaHEHUS

PCh.2

Omnpenenenue cocTaBa M coJiepKaHusg UHPOpPMALUU O + +
COOBITHSAX 0€30MaCHOCTH, MOJIIEKALINX PETUCTPALUN

PCB.3

C6op, 3anuch U XpaHeHHe WHPOPMALIUU O COOBITHSX | + +
0€30MacHOCTH B TEYEHHE YCTAHOBJIEHHOTO BpPEMEHH
XpaHEHUS

PCb.4

PearupoBanue Ha cOOM HpU PErHCTPALUU COOBITHHA
0e30macHOCTM, B TOM 4HCJIE amlmapatHble U
MporpaMMHble OMMOKH, cOOM B MeXaHM3Max cOopa




uHdpopMallud M JOCTHMIKEHHE  Mpelnena  WIH
MEePETIOTHCHHS 00beMa (EMKOCTH) TTaMSITH

PCB.5 MonuTopuHr  (IPOCMOTpP, aHAIU3) PE3yJIbTaTOB
perucTpanyu coObITHI 6e30MMacCHOCTH U pearnpoBaHKe
Ha HUX

PCB.6 ['eHepupoBaHue BpeMEHHBIX METOK ®  (WIH)
CHHXPOHH3AIIHS CHUCTEMHOTO BpPEMEHU B

MH(POPMAIIMOHHOH cUCTEMe

PCB.7 3ammTa nHGOpMaIHK O COOBITUAX 0€30MaCHOCTH + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOMW 3aILUThI + +

AB3.2 OOHoBiieHHE 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX | + +
KOMIIBIOTEPHBIX IPOrpamMM (BUPYCOB)

VII. O6napyxenue Bropxkenunii (COB)

COB.1 OObHapy>keHue BTOp>KEHUN

COB.2 Oo6HoBNEHNE 0a3bl PEHIAOIINUX MPABUI

VIII. Kontposb (aHanu3) 3alMIEHHOCTH IEPCOHANIbHBIX JaHHbIX (AH3)

AH3.1 BrisiBnenue, aHanus ys3BUMOCTEH MH(POPMAIMOHHOMN +
CUCTEMbl U  OINEpaTHUBHOE YCTpPAaHEHHWE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

AH3.2 KoHnTponb ycTaHOBKM OOHOBIEHMH HporpaMmHoro| + +
obecrieyeHus, BKIOYas OOHOBJIEHHE IMPOrPaMMHOIO
o0ecrniedyeHus CpeICTB 3alIUThl UHPOpMAUU

AH3.3 KonTpo:is paboTocrnocoOHOCTH, apaMeTpoB +
HacCTpOWKM M TNPaBWIBHOCTU (DYHKIIMOHHUPOBAHUS
MPOTPAaMMHOTO OOECTIeYeHHsT ¥ CpPEACTB 3allUTHI

uHpopMauu

AH3.4 Kontposns cocrasa TEXHUYECKUX CPEICTB, +
IPOrpaMMHOT0 OOECIeYeHHss M CpPEeACTB 3allUThI
nHpopManuu

AH3.5 KoHTpons mnpaBun reHepanuu M CMEHBI IapoJiel

MOJTh30BaTENICH, 3aBENCHHUS W YOAJEHUS YYETHBIX
3amucedl  MOodb30Bareied, pealn3aludd  MHpaBHII
pa3rpaHUYeHus JOCTYIA, TOJTHOMOYHH MMOJb30BaTENeH




B MH(OPMAIIMOHHOMN CUCTEME

IX. O6Gecrieuen

We IEJI0CTHOCTH UH(OPMAITMOHHON CHCTEMBI M epCcOHaNbHBIX qaHHBIX (OLJ)

OLUL1

KoHTposb 11e10CTHOCTH MPOrpaMMHOT0 00ecTIieueHHMs,
BKJIFOYAsl IPOTPAMMHOE 00ECTICUCHUE CPEICTB 3AIIUTHI
nHpopmaruu

+

+

OLlJI.2

KoHTposib  1EOCTHOCTH TMEpPCOHAIBHBIX JTaHHBIX,
comepxammxcs B 0a3ax JaHHBIX HHPOPMAIMOHHOMN
CHUCTEMBI

OLUL3

Obecneuenue BO3MO>KHOCTH BOCCTaHOBJICHUS
MPOrPaMMHOTO OOECTIeueHUsl, BKIFOYasi IPOrPaMMHOE
o0OecrieueHre CpeICTB 3alluThl HWH(OpPMaLMU, TpPH
BO3HMKHOBEHHMH HEIITATHBIX CUTYyaIUi

OLJL.4

OOnHapyxeHue M pearupoBaHHE Ha TOCTYIUICHHE B
WHOOPMALIMOHHYIO  CHUCTEMY  HE3alpalimBacMbIX
ANEKTPOHHBIX COOOLIEHUH (THceM, JOKYMEHTOB) H
uHOM  wmH(pOpMammMM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  HMH(DOPMAIIMOHHOW  CHCTEMBI
(3ammuTa oT cama)

OLL5

KonTtpons conepxanus MHPOpMALIUH, TIepeIaBaeMon
U3 HMHQOPMALMOHHOW CHCTEMBl (KOHTCHHEPHBIH,
OCHOBaHHBII Ha CBOMCTBAaX 00BEKTA AOCTYMA, U (WJIH)
KOHTEHTHBIN, OCHOBAHHBIN Ha IMOUCKE 3alPEIIEHHON K
nepenaye HHGOPMaIMU C UCTIOIB30BAaHUEM CHUTHATYD,
Macok W HHBIX METO/AOB), M  HCKIIOYEHHE
HEMpaBOMEpHOW  mepenaun  uHGopmammu U3
MH(OPMALIMOHHON CUCTEMBbI

OLJIL.6

OrpanuueHue TIpaB I[OJIb30BAaTEIe 1O  BBOIY
uHpopMalny B MHPOPMAITMOHHYIO CUCTEMY

OLUJL.7

KOHTpOJ'IB TOYHOCTH, IIOJIHOTBI W TIPABUJIBHOCTH
JaHHBIX, BBOJUMBIX B I/IH(I)OpMaLII/IOHHYIO CUCTCMY

OLUL8

KoHTponb ommOo4YHbIX AEHCTBHI Mojb30BaTenel Mo
BBOJAY U (MJM) Tepenade NEpCOHAIbHBIX JAaHHBIX U
MpeAyNpexXACHUE TOoJb30BaTeied 00 OIMMOOYHBIX
JNENUCTBUAX

X. O6ecrnieueHue JOCTYITHOCTH MIEPCOHATBHBIX JaHHBIX

(OAT)

OAT.1

Hcnonb3oBanue OTKaSOYCTOfI‘II/IBBIX TEXHUYCCKUX
CpENCTB




OJIT.2

PesepBupoBanme TEXHHUYECKUX CpPEICTB,
MPOrPaMMHOTO OOECTICUeHHsl, KaHAJIOB IMepeladyn
nHpopManuu, CpeIICTB obecrieueHus

(GyHKIMOHUPOBAHUS HH(POPMAITHOHHON CHCTEMBI

OJIT.3

KonTpo:is 0€30TKa3HOTO (GyHKIMOHUPOBAHUS
TEXHUUYECKUX CPEJICTB, OOHAPYKEHUE U JIOKAINU3ALUS
0TKa30B (YHKIIMOHUPOBAHUSA, MPHUHITHE Mep IO
BOCCTAHOBJICHUIO  OTKAa3aBIIMX CPEICTB U  HX
TECTUPOBAHUE

OAT.4

[lepuoauueckoe pe3epBHOE KOIMPOBaHUE
MEPCOHANBHBIX JaHHBIX Ha pEe3epBHBIC MAaIIMHHBIE
HOCHUTEJIH NMEPCOHANBHBIX JAaHHBIX

OJT.5

O0ecnieueHue BO3MOKHOCTH BOCCTAHOBJICHUS
HepCOHaJII)HI)IX IOTAaHHBIX C pe3epBHI>1x MAalINnHHBIX
HOCHTEJCH TEePCOHAIBHBIX JaHHBIX  (PE3CPBHBIX
KOIMH) B TEUYEHHWE YCTAHOBJIEHHOTO BPEMEHHOIO
HMHTEpBaJia

XI. 3amura cpensl Buptyanmsanuu (3CB)

3CB.1

Wnentudukanuss u  ayreHTHQHUKAIHUA CyOBEKTOB
JI0CTymla M OOBEKTOB JIOCTyNa B BHPTYAJIbHON
UHPPACTPYKTYpE, B TOM YHCIE aIMHHUCTPATOPOB
YIIPaBJICHUS CPEICTBAMH BUPTYyaIU3aIH

3CB.2

VYropaBieHue J0CTYIIOM CYOBEKTOB JOCTyma K
00BEKTaM JIOCTYTIa B BUPTYyaJIbHON HHPPACTPYKTYpE, B
TOM YHCJI€ BHYTPU BUPTYaIbHBIX MaIlUH

3CB.3

Peructpanus coObiTuii 6€30MaCHOCTH B BUPTYaJIbHOU
UH(ppacTpyKType

3CB.4

VYnpasnenue (punpTpanms, MapLIpyTU3ALUA,
KOHTpPOJIb COEIMHEHNS, OJTHOHANPABJICHHAs Iepeiaya)
MOTOKaMU  WHGOpPMALUM  MEXIYy KOMIIOHEHTaMH
BUPTYJIbHOM  WH(QPACTPYKTYphl, a TaKxke 1o
MePUMETPY BUPTYaIbHOU HHAPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CEpPBEpPOB BUPTyaJIU3ALUH,
BUPTyaJlbHOW MalIMHBI (KOHTEWHepa), CepBEepOB
YIIPaBIICHUSI BUPTYyaI3alUeil

3CB.6

VYrpaBineHue mepeMeneHneM BHUPTYAIbHBIX MaIluH
(KoHTEHHEPOB) U 00pabaTHIBAEMBIX HAa HUX JTAHHBIX

3CB.7

KonTposs LEITOCTHOCTH BUPTYaJIbHOU




MH(PPACTPYKTYPHI U €€ KOHPUTypaIuit

3CB.8

Pe3epBHOE KONMpOBAaHUE [AHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJACTB, MPOrPaMMHOI0 0OeCreUeHHUs
BUPTYyaJbHOW HMH(PACTPYKTYphI, a TaKKe KaHAJIOB
CBSI3U BHYTPU BUPTYaJIbHON MH(YPACTPYKTYPHI

3CB.9

Peanu3zanus u yrpapiieHue aHTUBUPYCHOM 3aIIUTON B
BUPTYaJIbHOU HH(PACTPYKTYpE

3CB.10

Pa3zObuenne BupTyanbHOW  HMHOPACTPYKTYpHl  HA
CErMEHTBI (cermeHTHpOBaHKE BUPTYaJIbHON
UHOPACTPYKTYPBI) UIsI OOpabOTKH TEepCOHANBHBIX
TAaHHBIX OT/IEJIHBIM IOJIb30BaTeNeM U (MJIH) IPYMIon
I10JIb30BaTEIEH

XII. 3amuta Texuuyeckux cpencts (3TC)

3TC.1

3amura uH(popManuu, obOpabaTbIBacMOi
TEXHUYCCKHMMHU CpPEJACTBaMH, OT €€ YTCUKH IO
TEXHUYECKUM KaHaJlaM

3TC.2

Opranu3anuss KOHTPOJUPYEMOH 30HBI, B Ipeaenax
KOTOPOW TMOCTOSHHO Pa3MEIIAl0TCsl CTallMOHAPHBIC
TEXHUYECKHE CpencTBa, oOpabaTbIBaroIe
nHPOPMALIMIO, W CPEACTBA 3aIIUTHl WH(pOpMAIHHU, a
TaKke CpelcTBa odecreueHus QyHKIUOHUPOBAHUS

3TC.3

KonTpons u ympaBineHue (QpU3MUECKUM JOCTYIIOM K
TEXHUYECKUM  CpEJICTBAM, CpEACTBaM  3alllUThI
uH(popManuu, cpencTBam obecrieyeHus
(YHKIMOHMPOBAaHUS, a TaKkKe B TIOMEIICHUS U
COOpYXKE€HHs, B KOTOPbIX OHHM  YCTAHOBJICHHI,
UCKJIIOYAIONINEe HECAaHKIIMOHUPOBAHHBIN (PU3NUECKUIM
JOCTYI K cpeacTtBaM 00paOoTku HMH(OpMaIu,
CpEeICTBaM 3alllUThl HMHPOpPMAIMUM U CpeICTBaM
obecriedeHnss GYyHKIMOHUPOBAHUS MH(OPMAIIMOHHON
CHCTEMBI, B TIOMEIICHUSI U COOPYKEHHS, B KOTOPBIX
OHHU YCTaHOBJIEHBI

3TC4

Pa3memnienue ycTpoHCTB BbIBOJA (OTOOpaykeHUs)
uHpopManuy, UCKIIIOYaroNiee ee
HECAHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5

3ammTa OT BHEMIHUX BO3JCUCTBUHN (BO3IEHCTBUIA
OKpYy>Karoleu cpenpl, HECTaOUILHOCTH
ANEKTPOCHAOKEHUS, KOHIUIIMOHUPOBAHUS W HHBIX
BHEUIHUX (DaKTOPOB)




XIII. 3amuTa nHGOPMAIIMOHHONW CHCTEMBI, €€ CPEJICTB,
cucTeM CBs3U U niepenadn qaHubix (3UC)

3UC.1

Paznenenne B mHpOpMAMOHHOW cucTeMe (YHKIMA
1o yIIpaBJICHUIO (aIMHMHHUCTPUPOBAHUIO)
MH(POPMAITMOHHOMH CUCTEMOI, YIIPaBICHUIO
(aAMHUHHMCTPUPOBAHUIO) cHCTEMOMH 3alIUTHI
NEPCOHATBHBIX JaHHBIX, (QYHKUMH 1O 00paboTke
NEPCOHAJbHBIX  JAHHBIX WM HMHBIX  (QYHKUMH
MH(POPMALIMOHHON CUCTEMBI

3UC.2

[IpenoTBpaiieHue  3aA€pKKW  WIM  HPEPbIBAaHUS
BBITIIOJIHEHUS TIPOLIECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI IPOLIECCOB ¢ HU3KUM IIPHOPUTETOM

3UC.3

ObecrieyeHne 3alIMThl MEPCOHAIBHBIX JIAHHBIX OT| +
packpbITusi, MoAU(UKAIMM W HaBA3BIBaHUA (BBOJA
JIO’)KHOUM WH(pOPMAITUH) TIpH ee Tiepenade (MoAroTOBKE
K Iepeiaye) 1o KaHajliaM CBS3M, UMEIOIIMM BBIXOJ 3a
MpeAesibl  KOHTPOJUPYEeMOW 30HBI, B TOM YHCIE
OecrpoBOHBIM KaHaJaM CBSI3U

3UC.4

ObecrieueHre JOBEPEHHBIX KaHala, MAPIIPyTa MEKIY
aJIMUHUCTPATOPOM, IMOJIb30BATEIeM U CpPEACTBAMU
3ammThl mHGopManuu (QyHKOHSIMH O€30MacHOCTH
CPEJICTB 3aIIUThl HH(pOpMAIN)

3UC.5

3amnper HECaHKI[MOHUPOBAHHON yIaJIeHHON
aKTHBAallUM BHJEOKaMep, MHUKPOGOHOB U MHBIX
nepu@epuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS YIAIIEHHO, u OIOBEIIEHHE
10JIb30BaTeNe 00 aKTUBALIMY TaKUX YCTPONCTB

3UC.6

[lepenaua u KOHTPONb IEJIOCTHOCTH AaTpUOYTOB
0e30MmacHOCTH (METOK O€30MaCHOCTH), CBA3aHHBIX C
NePCOHATIBHBIMH JAHHBIMHU, TP OOMEHE UMH C MHBIMU
MH(OPMALIMOHHBIMU CUCTEMaMU

3UC.7

KOHTpOib CaHKIIMOHUPOBAHHOTO U HCKIIOYEHHE
HECaHKLMOHUPOBAaHHOT'O MCIOJIb30BAaHUSA TEXHOJOTHI
MOOUJIBHOTO KOJia, B TOM UHCJE perucrpamus
COOBITHH, CBSI3aHHBIX C UCIOJIB30BAaHUEM TEXHOJIOTHH
MOOUJIBHOTO KOJa, MX aHallu3 U pearupoBaHHE Ha
HapylIeHUs,  CBsI3aHHbIE  C  HCIOJIb30BaHUEM
TEXHOJIOTUH MOOUIIBHOTO KOJla

3UC.8

KOHTpOJIL CAaHKIIMOHHUPOBAHHOIO HW  HUCKIIOYCHUC
HCCAHKIIUOHUPOBAHHOI'O HMCIIOJIb30BaAHUA TEXHOJIOTHit
nepcaaun pceuyu, B TOM YHCIIC PErUCTpalluAa CO6BITI/II>'I,




CBSI3aHHBIX C MCIIOJIB30BAHUEM TEXHOJIOTUH NEpenadn
pedyM, UX aHAIM3 M pEearupoBAHME HA HapYILICHWS,
CBSI3aHHBIE C HCIIOJIb30BAaHUEM TEXHOJIOTUH Iepenadn
peun

3UC.9

KoHTposib  CaHKIIMOHMPOBAHHONW M HMCKIIOUEHHUE
HECaHKIIMOHUPOBAHHOU nepegadu
BuAcoMH(OpMAIMM, B TOM YHCJIE PETHCTpaIUs
COOBITHI, CBSI3aHHBIX c nepeaauen
BHIcOMH(OpMAIIMK, WX aHAJIW3 W pearupoBaHUE Ha
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BHIeOMH(OpMaIuu

31C.10

[ToatBepxnenue MIPOUCXOXKACHUS HCTOYHHKA
uH(pOpMaLIUY, TOTy4aeMOM B MPOIecce ONMpPeeICHUS
CETEBBIX QJpPEecOB IO CETeBbIM HMMEHAM WJIHU
OTIpe/ieNICHUs] CETEBBIX UMEH 0 CETEBbIM aJpecam

31C.11

OOecnieueHre MNOJUIMHHOCTU CETEBBIX COECIUHEHUN
(ceaHCOB B3aMMOJAEUCTBUS), B TOM YUCIIE JUIs 3aIUTHI
OT IIOJMEHBI CETEBBIX YCTPONCTB U CEPBUCOB

3UC.12

Hcknrouenue BO3MOXKHOCTH OTpULIAHUS
noip30oBarereM (akrta OTHPaBKH MEPCOHAIBHBIX
JAHHBIX IPYrOMY HOJIb30BATEINIO

31C.13

Hckmouenue BO3MOKHOCTH OTpULIAHUS
nojip30oBareneM (akra IOJyYeHHsS IEepCOHAIbHBIX
JAHHBIX OT IPYrOro MOJIb30BATENs

31C.14

Hcnonb30BaHne YCTPOMCTB TEPMUHAIBHOTO JTOCTYIIA
JUTs1 00pabOTKH MEPCOHATBHBIX JAaHHBIX

3UC.15

3amuTa apXUBHBIX (DaiijIoB, MapaMeTpOB HACTPOUKHU
CpeACTB 3allluThl HHGOpPMALMK U TMPOrPAMMHOIO
oOecriedeHnss M WHBIX JAHHBIX, HE TOJUICKAIIIX
U3MEHEHHMIO B Ipolecce oO0pabOTKM NEepCOHANTbHBIX
TAHHBIX

31C.16

BeisaBienue, aHanu3 u 0JIOKMpOBaHHE B
MH(OPMALIMOHHOW  CHUCTEME  CKPBITBIX  KaHAaJOB
nepeaayu nHGopManuu B 00X0J peaTn30BaHHBIX Mep
WY BHYTPH Pa3pelIeHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Pazouenune nHpOpMaMOHHON CUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHUE HMH(POPMALIMOHHOW CHUCTEMBI) U
oOecriedyeHre  3aIIUTBl  IEPUMETPOB  CETMEHTOB
MH(OPMALIMOHHON CUCTEMBbI




3UC.18

ObecnieueHne 3arpy3Ky U UCIIOJHEHHS POTPAMMHOT0
o0ecrieyeHrs: ¢ MalIMHHBIX HOCUTENEH TIepCOHANTBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO AJISl YTEHUS, U KOHTPOJIb
LEJIOCTHOCTHU IAaHHOTO MPOTrPaMMHOr0 00eCIIeueH s

31C.19

M3omsmus  mpoueccoB  (BBIIIOJIHEHUE IPOTpaMM) B
BBIJICJICHHOW 00JIaCTH MaMSITH

31C.20

3amuTa 6ecrpOBOIHBIX COSANHEHUM, TPUMEHSIEMBIX B
MH(POPMAIIMOHHOH cHUCTeMe

XIV. BrlsiBlieHUE HHIIMACHTOB U pEarupoBaHUe HA HUX

(MHIL

WHIL 1

OnpeﬂeneHHe JIMIL, OTBCTCTBCHHBLIX 3a BBISIBIICHHUC
HHOUACHTOB U pCarupoBaHrC HA HUX

WHIL.2

ObnapyxeHue, UICHTHPHUKAUS ¢  PETUCTpalus
WHITUICHTOB

MHIL3

CBoeBpeMEHHOE UH(POPMHPOBAHNE iy,
OTBE€TCTBCHHBIX 3a BBISIBJICHHUEC HUHIMJACHTOB u
pearupoBaHue Ha HUX, O BOSHUKHOBEHHH UHIIUACHTOB
B HMH(DOPMAIIMOHHOW CHCTEME IIOJIb30BATEISAMU U
aIMHHUCTpATOpaMu

WHIL4

AHaiM3 WHUUJCHTOB, B TOM 4YHCIIE OINpEACIICHUE
HWCTOYHUKOB Y TPUYMH BOSHUKHOBEHHUS UHITUJECHTOB, a
TaK)Xe OLIEHKA UX IIOCIEACTBUN

WHILS

[IpunsTe Mep 1O YCTPAaHEHUIO IOCJIEICTBUI
WHIMICHTOB

MHIL6

[ImannpoBaHue U MPUHATUE MEP IO MTPEAOTBPALEHHUIO
MMOBTOPHOI'0 BO3HHMKHOBEHUSI MHIIUAECHTOB

XV.

VYnpasnenue

KOH(pUTryparueit HHPOPMaIMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI IEPCOHATBHBIX

naHHbIx (YK®)

YK®.1

Onpenenenue nuil, KOTOPHIM pa3pelieHbl 1eHCTBUS 1O
BHECECHUIO WU3MEHEHUN B KOH(UTyparuio
MH(OPMALIMOHHOW CHCTEMbl U CHCTEMBI 3alllUThI
MIEPCOHAJIBHBIX JaHHBIX

YK®.2

VYmpasnenue N3MEHEHUSIMHA KOH(UTypauu
MH(POPMAIIMOHHON CHCTEMBl M CHCTEMBI 3allUThl
MEPCOHAIBHBIX TAaHHBIX

VK®.3

AHanu3 NMOTEHIMAIBHOTO BO3/AEUCTBUS TUIAHUPYEMBIX
W3MEHEHUH B KOoH(purypamum uHPOPMaAIMOHHON




CHCTEMBI ¥ CUCTEMBbI 3aIIUTHI IEPCOHATBHBIX JaHHBIX
Ha o0ecreueHue 3allUThl MMEePCOHATBHBIX JAHHBIX H
COTJIACOBAaHWE  W3MEHEHMH B  KOH(HTrypamnuu
MH()OPMAIIMOHHONW CUCTEMBI C JIOJDKHOCTHBIM JIUIIOM
(pabOTHMKOM), OTBETCTBEHHBIM 3a oOOecIeueHHue
0€30MMacCHOCTH MEPCOHATBHBIX JTAHHBIX

YK® 4

JlokymeHnTupoBanue wuHbopMmanuu (DaHHBIX) 00
M3MEHEHHSIX B KOHOUrypanmuu HH()OPMAIMOHHON
CHCTEMBI U CHCTEMBI 3aIllUThI TIEPCOHANBHBIX JTaHHBIX

"+" - Mepa mo obecrieueHuI0 0€30MMaCHOCTH MIEPCOHATBHBIX JAaHHBIX BKIIOUEHA B 0a30BBIH HAOOp MEP

AJI1 COOTBCTCTBYIOLICTO YPOBHSA 3allIUIIICHHOCTU IEPCOHAJIbHBIX TAHHBIX.

Mepsl o obecriedeHHI0 OE30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MIPUMEHSIIOTCS TIpU afantauuud 6a3oBoro Habopa Mep U YTOYHEHHMH aJanTHpOBaHHOro 0a3oBoro Habopa
Mep, a TaKXKe MpU pa3pad0TKe KOMIICHCHPYIOIIUX MEpP MO O0CCIICUCHUI0 0€30MaCHOCTH MEePCOHATBHBIX

JaHHBIX.




