JenapramMeHT cOLHAIbLHON MOJHTHKH M 3aHATOCTH HAaCeJICHHHA
bpsinckoii obJjacTH
rocyAapcTBeHHoe OI0:KeTHOe CTANMOHAPHOE YYpesKAeHHe COLHATbHOI0
o0ciy:)kHBaHus HaceJeHHsi bpsinckol ofiacTu «/{gTbKOBCKHH AOM-HHTEPHAT JJIst
npecrapeibix ¥ HHBAJIHI0B)»

MPUKA3
oT «23» HosiOpss 2023 r. Ne 74 n.berTomb

O6 opranu3aiuy paboThl CO CpeACTBAMHU
KpUnTorpadhuyecKon 3aluThl HHPOpMaLUu
(CK3H) B I'BCYCOH «/IsThKOBCKMH
JIOM-HHTEPHAT JUIsl IPeCTapelIblX ¥ NHBAIKHI0BY

B memsx wucmonHeHHss TpeOOBaHMM 0 OpraHM3allMd U 0OecreyeHHIo
¢byukuuonupoBanuss CK3U, npenHazHaueHHBIX Uil 3alllUThl  MHQOpPMALMH, He
CoIepKallleil CBeleHHH, COCTaBILIIOIIMX TIOCYJapCTBEHHYIO TaWHy, B Clly4ae HX
HCIIOJB30BaHUA [l obecriedyeHusi O€30MacHOCTH II€PCOHANBHBIX [aHHBIX IIPU HX
o0paboTke B HH(OPMALMOHHBEIX CHUCTEMAaX INEPCOHAIBHBIX [aHHBIX, YTBEPKAEHHBIX
CJIEYIOIIMMH HOPMATUBHBIMH TOKYMEHTaMU:

- mpukazom DAIICHU ot 13.06.2001 Ne 152 «O6 yrBepxnenuu HMHCcTpykKumu o6
opranu3zanuu U obecredeHun O0e30NacHOCTH XpaHeHHs, OoOpaboTKM M IepeAadyd o
KaHajlaM CBSI3H C MCII0JIb30BaHUEM CPEICTB KPUNTOrpaduuecKol 3aluThl HHPOpMaLUH C
OrpaHMYEHHBIM JOCTYIIOM, HE COJepIKalleil CBeIeHHH, COCTABISIOIHMX IOCY1apCTBEHHYIO
TaHy», :
- mpukazom ®CBb Poccum ot 21.02.2008 Ne 149/6/6-622 «O6 yTBepxkIeHUU
[Monoxenus o pa3paboTKe, MPOU3BOJICTBE, PeAU3aALUH U IKCIUTyaTalluy IU(PPOBaIbHBIX
(kpunrorpadu4ecKux) CpeACTB 3aLUThL HH(bopMaupm»

MMPUKA3BIBAIO:

1. Ha3sHauWTh OTBETCTBEHHBIM 3a SKCIUTyaTallMI0 CPEACTB KpUNTOrpaduyeckoi
3amuTel MHGopManmu (manee — OTBeTCTBEHHBIM) IIaBHOTO Oyxranrepa XapHTOHOBY
Tamapy Huxonaesny

2. Omnpenenuts 4To, 1pu OTCyTCTBHM OTBETCTBEHHOIO €ro OOS3aHHOCTH IO
pa6ore ¢ CK3U ucnonusier aupexrop Kucenes Cepreit uBaHoBHY

3. VrBepmutrh «MHCTpyknuioo 1o paboTe OTBETCTBEHHOIO 3a obecreyeHue
0€30IIaCHOCTHM HCIIONB30BAHUs CPEJICTB KPUIITOrpapuueckoi 3alliuTsl  HUHPOpMaLUU
(CK3HM) B I'BCYCOH «/IATBKOBCKMH JOM-MHTEpHAT Ul MPECTApeNbiX U WHBAJIHMIOBY
(ITpunoxenue 1).

4. OrBerctBenHoMy 3a okcmuryaranuio CK3M  pykoBOACTBOBAaTbCs —JIaHHOM
WucTpykiueid mnpu  oprammsaimd  u  obecrnedeHurn paborel ¢ CK3M  wu
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KpUnTOrpadhMYecKUMH KIFOYaMH COTPYAHHMKOB, HMerommX nomyck k pabore ¢ CK3U B
I'BCYCOH «JIATHKOBCKHIA JOM-AHTEPHAT I IPECTAPEIIBIX ¥ HHBAIUIOBY.

4. Vreepmuth Gopmy «Kypuana mosksemmispHoro  ydera  CK3H,
SKCIUIyaTal[MOHHOM M TEXHHYECKOH NOKyMEHTAllWM K HHM, KIIOYEBBIX IOKYMEHTOB)
(TTpunoxenue 2).

5. YrBepmuts Gopmy «JIuIeBoro cuera M0Ib30BaTeNs CPEACTB KPUNTOrpahuIeckon

3a1uThl HHGopManum» (IIpunoxenne 3).
6. OrBercrBeHHoMy 3a okcmryarammo CK3M  obecneynTs O3HaKOMIIEHHE

COTPYIHHUKOB, JonyLIeHHbIX K pabore ¢ CK3U ¢ npasunamu pabotsl ¢ CK3N.

7. BO3I0OXWTH Ha COTPYIHUKA, OTBETCTBEHHOTO 3a sKcrunyaTanuio CK3H, koHTposib
3a momyckoM Jjmi K pabore ¢ CK3U, npensasHadeHHBIX 1J1s obecredenus 0e301acHOCTH
TepCOHANBHBIX JaHHBIX B YIIPABICHUH, B COOTBETCTBUM C HACTOsIIMM IIpukasom.

8. KOHTpOIb HCIIONHEHHMS HACTOAILETO OCTABIISIO 32 COOOM.

C.U.Kucenes

Hupexrop 'IBCYCOH
«JISTBKOBCKHUI IOM-UHTEPHAT
JUTSL TIpecTapesibiX U HHBATHI0BY
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[Ipunoxenue 1

k mpukasy 'BCYCOH «/IaTbKoBCKui 10M-
WHTEPHAT JJIS IPECTapeibiX 1 HHBATUIOBY
o1 23.11.2023 Ne 74

HHCcTpyKuHs 10 paGoTe OTBETCTBEHHONO 3a o0ecnedenne 6€30NaCHOCTH HCIOIb30BAHMS
cpeacTB kpunTorpadguyeckoii 3amutbl HEGopmanun (CK3HU) 8 'BCYCOH
«/IATHKOBCKHii JOM-HHTEPHAT VISl pecTapesbiX H HHBAJIHI0B)

O0o3nauenns U COKpPalEeHHs

APM - aBTOMaTH3MpOBaHHOE pafouee MecTo;
HCJl — HecaHKIMOHMPOBAHHBIN JIOCTYII,

OoC — OIepalMoOHHAasA CUCTEMA;

[[JlH — mepcoHaJbHBIE JaHHBIE,

CK3U - cpencrBa Kpuntorpaduieckoi 3amuThl MHGOpMaLUK.
BBenenue

Hacrosimas VHCTpYKIHs ONpeaeNiseT NopsIoK yueTa, XpaHeHus 1 ucnonb3oBanus CK3U
U KpunTorpapuyecKux KIIOUEH, a TakKe MNOPAJOK M3IOTOBICHHSA, CMEHBI, YHHYTOXKCHHSA H
KOMIIDOMETALMKA  KpUNTOrpadMyecKyx KIoued B Hendx obecnedyeHus 0e30IacHOCTH
nepconanbHbiX JaHHBIX B I'BCYCOH «/laTeKOBCKMI [OM-HHTEpHAT JUIsS MpecTapeislx |
MHBAJIMIOBY (Hajiee — YUpexACHHE).

JleiictBue  Hacrosmied# MHCTpyKuuMM  pacnpocTpaHseTcs Ha BCEX  COTPYAHHMKOB
Yupexaenus, omymeHHbIX k pabore ¢ CK3H.

1. O6mme moJI0KEHHH

1.1. Jlna opranusanuy U obecriedeHus pabor no TexHudeckoMy obcyxusanmio CK3U u
yIpaBlIeHus KpUITorpapuuecKkuMy Kirodamy HazHayaeTcs OTBETCTBEHHBIH 3a 3KCILTyaTallMio
CK3HU (nanee — OTBETCTBEHHBIH). '

1.2. OTBETCTBEHHBIN OCYIIECTBIISECT:

»  nodk3eMiuipHbId yueT CK3H, skciutyaraiiiOHHOM ¥ TEXHUYECKON TOKYMEHTAIUU K HUM;

* yy&T COTPYAHMKOB YupexneHus jomyiesHeIX K padore ¢ CK3U (manee — Ilons3oBarenn
CK3WM); :

"  KOHTPOJIb 3a cobmoaeHneM ycnopuii ucnonszosanus CK3U;

"  pacciefoBaHie M COCTaBICHUE 3aK/IIOUEH s 10 (PaKTaM HapyIIEeHUs yCIOBUM UCIOIb30BaHUs
CK3UY;

* pa3pa0oOTKy ¥ MNPUHATHE MEP IO NPENOTBPAICHHIO BO3MOXHBIX MOCIEACTBHM TaKux
HapyLIECHUH.

1.3. Ilomp3oBarenu CK3M Ha3zHayaroTCs B yCTAHOBICHHOM IIOPSJIKE IIPHKA30M
PYKOBOAMTENS Y UPEKICHMSA.

1.4. ITons3oBarens CK3U o6s3an: v

* ge pasmamars MHOOPMAIMIO, K KOTOPOHM JONYIIEH, B TOM YHMCIE CBEICHHA O
KpunTorpaguyecKux KiIruax;

» cobmonars TpeboBanus Mo obecrieyeHn o 6e30IacHOCTH MH(GOPMAIMK [IPU MCIIOIb30BAHMN
CK3H;
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» cmarp CK3HM, »OKCIUIyaTalMOHHYIO M TEXHHYECKYIO  JOKYMEHTAlMIO K  HUM,
KpUIITOrpapUyecKue KIYM B COOTBETCTBHMHM C IIOPSJKOM, YCTAQHOBJICHHBIM HACTOSIICH
HHcTpyKImei, mpy npekpamenny ucnonssosanus CK3U;

» HesaMeIIMTENBHO yBenoMisiTh OTBETCTBEHHOro o Gakrtax yrparsl wiaM Hepocraun CK3U,
KpUMIITOrpapuyecKux KIO4el, KIodel OT INOMEIEHHH, XpaHWIMIL, JIAYHBIX Ieyared U o
Apyrux (axrax, KOTOpble MOTYT IIPHBECTH K pa3IalleHMIO 3allMIIaeMoi uHopMarmu, a
TaKKe O MPUYUHAX U YCIOBHIX €€ BO3MOXKHOM yTEUKH.

1.5. HemocpenctBenno k pabore ¢ CK3M IlonezoBarenu IOITyCKarOTCS TOJBKO IMOCIHE

COOTBETCTBYIOLIETO OOy4EHHS.

1.6. O6yuenue ITonp3oBareneit npasmwiam paborsl ¢ CK3HM ocymectisier OTBETCTBEHHbINA

WIM JPYTIO# COTPYIHUK, HA3HAYEHHbIN IPUKA30M PYKOBOLUTENS Y UPEIKACHHUA.

1.7. Tekymmii KoHTponb, obecnedenue OesomacHoro ¢ynkuuonuposanus CK3U

Bo3Jiaraercss Ha OTBETCTBEHHOTO.

1.8. OrBerctBenHsId U IMosnp3oBarenin CK3U momkHbl OBITH O3HAKOMIIEHBI C HACTOSLIEH

WHCTpyKIMel o MOIIHUCE.

2. Yuer u xpanenne CK3U u xpunrorpadpuyecKux Kirode

2.1. CK3HM, okclulyatallioHHass ¥ TEXHUYECKas  JOKyMEHTalus K  HUM,
KpUnTorpapuyeckue KIFO4H IOLIEKAT IOIK3CMIUIIPHOMY YUETY.

2.2. Tosk3eMIuiapHBIi y4er BeaeT OTBETCTBEHHBIM B JKypHasle MOIK3EMILUIIPHOTO y4era
CK3M, sKCIulyaTalliOHHOW M TEXHHUYECKOM JOKyMEHTalMM K HHM, KIIIOYEBBIX JOKyMEHTOB
(mpunoxenue 1). Ilpu stom nporpammusie CK3W [OMDKHBI yYHTBIBATBCS COBMECTHO C
aInaparHeIMU CPEICTBAMM, C KOTOPLIMM OCYILECTBIACTCS MX [ITATHOE UCIIONIB30BAHHUE.

2.3. EguHMIEd NOSK3EMIUIIPHOIO Y4YeTa KpHUNTOrpaQUuecKuMX KIIoYeH CUYMTaeTCs
OTYYKIAEMBIH KIFOYEBON HOCUTEb.

2.4. Bce mnonyuennsie sx3emmipel CK3M, 5KCIUTyaTallMOHHOM M TEXHHUYECKOH
JIOKYMEHTALMK K HHUM, KPUNTOrpaQuyecKkue KIH0YM JO/DKHBI OBITH BBIAAHBI IIOA HOIIHCH B
xypuane ITons3oBarermsim CK3U. Ilonssosarenn CK3U HecyT nepcoHanbHYI0 OTBETCTBEHHOCTh
3a COXpaHHOCTH Mony4eHHsIx CK3U.

2.5. Kpunrorpapuueckue wmoun xpamstca y Ilomesoparenedt CK3W. Xpaxenue
ocymiecTBisiercss B ceiidax (mkadax, AiyKax) MHAMBHUIYAIbHOTO IOJB30BAHUA B YCIOBHAX,
UCKJIIOYAIOIIUX OECKOHTPOIBHBIHN JOCTYI K BUM, a TAKXKE MX HEIIPETHAMEPCHHOE YHHUYTOXEHHE.

2.6. KimoueBble HOCHTENX ¢ HEPaOGOTOCTIOCOOHBIMH KPUNTOrpapUUECKMMH KIIHOUYaMu
OtsercTBeHHBIH npuHUMaeT oT Ilonssosaresst CK3M 1oz moauch B ONKCH KPUITOrpagueckux
wiouei TTons3osarenss CK3W) u B xkypHAIe MOIK3EMIUIIPHOIO y4era KIIOYEBBIX JOKYMEHTOB.
HepaGoTocrnocoGHbIE KIIOUEBBIE HOCUTEITH MOUIEKAT YHUYTOXCHHIO. '

2.7. AnmaparHble CpeICcTBAa, C KOTOPHIMM OCYINECTBIIACTCS INTATHOE MCNOIb30BaHUE
CK3WU, a taxxe anmaparasie CK3M nomxnel GbiTe 000pYyI0OBaHB CPEACTBAMM KOHTPOJIA 32 UX
BCKpBITHEM (OIIeYaTaHsl, OTULIOMOMPOBAHb).

2.8. 3aKpbIThiE KPUITOrPAQUUECKHE KIHOUM HE MEPEAAIOTCS.

2.9. KimtoueBble HOCHUTEIM COBMECTHO C OIKCHIO KPUNTOrpaQUUECKUX KIHOYeH JOJDKHBI
xpanuthes [Tonssosarenem CK3U B celide (MeTamnmueckom mkagdy).

2.10. ITpu orcytcTum y Ions3osarerns CK3U ceiida (MeTamiueckoro mkada) Kiro4eBoi
HOCHTEJTh TI0 OKOHYaHUH padoyero cpaercs OtBeTcTBeHHOMY. OTBETCTBCHHbIA XPAaHUT CIAHHBIE
HocuTenu B ceiipe. B Hauane pabGouero st OTBETCTBEHHBIA BBIJACT KIIOYEBOW HOCHTENb

COTPYIHUKY.
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3. Ucnoab3osanne CK3W u kpunrorpaduyeckux Kiro4ei

3.1. JIna ob6ecniedenust konTposs noctyna K CK3U cucremusiii 610k APM onevarsiBaetcs
OTBETCTBEHHBIM.

3.2. ITonme3oBarens CK3U nomkeH exXeJHEBHO NMPOBEPATh COXPaHHOCTh 00OpYHOBaHMS M
LEJIOCTHOCTH nevareit Ha APM.

3.3. B ciiyuae oOHapy)XEeHUs HE 3apEruCTPUPOBAHHBIX IPOrpaMM WK GakTa HOBPEXKACHUS
IIEJIOCTHOCTH Ieyard Ha cucreMHoM Onoxke APM, paGora ¢ CK3H na nannoii APM nomxkHa ObITh
npekpamieHa. [lo maHHOoMy (akTy npoBoMTCA CIy)KeOHOE pacciieOBaHUE, OCYIIECTBIAIOTCS
paboTHI 10 aHAJIU3Y U JIMKBUIAIMH [IOCIIECTBUN JaHHOTO HapYIIEHUS.

3.4. TlpaBom goctynma k APM c ycradosinenasiMu CK3UM nomkHbl 007aAaTh TOIBKO
olpeJeeHHbIe JUIS OKCIUTyaTaliy JIvl@, IIPOIIeNIINE COOTBETCTBYIOIIYIO IIOJTOTOBKY.
OTBeTCTBEHHBIH JODKEH O3HaKoMHTh Kaxxaoro Iloms3oBarens CK3U, ¢ moxkymeHTanued Ha
CK3H, a Taxxe ¢ ApyruMu HOPMATUBHBIMH IOKYMEHTAMHU, CO3/1aHHBIMH Ha €€ OCHOBE.

3.5. 3amura undopmarmu ot HC/ nomksa obecrieunBarbcs Ha BCEX TEXHOJIOTMUYECKUX
sTanax oOpaboTKM MHPOPMALMU ¥ BO BCEX peXUMax (yHKUHOHMPOBAHUS, B TOM YHCIE INPH
NPOBEIECHIH PEMOHTHBIX U PEINIAMEHTHBIX PaboT.

3.6. K ycraHoBke OOIIECHCTEMHOIO ¥ CIELMAILHOTO IPOrpaMMHOr0 oOecredeHus, a
taoke CK3U, nomyckarorcsi jiviia, HIpOoIIeliike COOTBETCTBYIOMIYIO ITOAIOTOBKY M WM3YYHBIIIHE
JOKYMEHTAIHIO Ha COOTBETCTBYIOIIEE porpaMmuoe obecneuerue 1 Ha CK3U.

3.7. Ilpu ycraHoBke nporpamMHoro obecneuenus CK3U cienyer:

" Ha TEXHHYECKHUX CpPEACTBaX, MpenHasHadeHHsIX s pabotsl ¢ CK3U, ucnons3oBars TOIBKO
JMIIEH3UOHHOE NPOrpaMMHOe 00ecrieueHue;

» mnpu ycraHoBke CK3W nHa APM pomxen ObiTh oOecrieuyeH KOHTPOJIb LEIOCTHOCTH H
nocToBepHOCTH qucTpubytrBa CK3U;

* He ycraHaBiuBaTh Ha APM cpenicrBa pa3paboTKu NporpaMMHOIO 00€CIIeYeHHs ¥ OTIIaquUKy;

" [IOCJIe€ 3aBEpUICHHMs INPOIecca YCTAHOBKH BHINIOJIHUTH JEHCTBUA, HEOOXOAMMBIE I
OCYIIECTBJICHHUS IEPHOIUIECKOr0 KOHTpOs LenocTHocTu ycraHoBieHHoro CK3H, a takoke
€ro OKpY>K€HHS B COOTBETCTBUY C JOKYMEHTALUEN.

3.8. Ilporpammuoe ofecneuenue, ycranasnuBacMoe Ha APM ¢ CK3M He nomxHO
CofiepXKaTh BOZMOXHOCTEH, MO3BOJSIOIIMX

*  MOAM(UIMPOBATH COAEPIKUMOE NIPOM3BOJILHEIX 001aCTEH NaMATH;

*  MOAM(MHUIMPOBATH COOCTBEHHBIN KO U KOJ APYTUX IOAIPOrPaAMM;

"  MOAMGHUIMPOBATH NAMATh, BBEIICICHHYIO Ul APYTHUX IOAIPOrpaMM;

" [epeqaBarh yIpapieHHE B 001acTh COOCTBEHHBIX JIAHHBIX U JaHHBIX JAPYTUX IOIIPOrpaMum;

"  HECaHKIMOHHUPOBAHHO MOAMOHMIMPOBaTsH (aiiIbl, COAEPIKAINME MCIIOJIHAEMbIE KOIbI IPH MX
XPaHEHUHU Ha KECTKOM HMCKE; '

" [IOBBIIIATH MPEAOCTABICHHBIE IPUBUIECTUN;

*  moauduimponars HacTpoliku OC;

"  KCIIOJB30BATh HENOKyMEeHTHUpoBaHHbIE QyHKIMH OC.

3.9. Ilpu opranuszanuu pabor no 3amure nHpopmanuu ot HCJl Heobxonumo paspaborars
¥ NPUMEHHTHh TOIUTUKY HasHadeHWss ¥ cMmeHsl maponed (i Bxoma B OC, BIOS, mpu
IU(PPOBAHUU Ha Mapoie M T.J.), HCIONB30BaTh OWIBIPEl Apoje€d B COOTBETCTBHU CO
CIIEAYIOIIMMH TIPAaBUTAMMU:

" UIMHA TapoJs TO/KHA OBITh HE MEHEe 8 CHMBOJIOB;

" B UkClEe CHUMBOJIOB Iapoyisi 00s3aTebHO MOJDKHBI IPUCYTCTBOBATh OyKBBI B BEPXHEM H
HIDKHEM PETHCTPaX, U(pHI U crieluaibHbie cuMBosl (@, #, $, &, *, Y%ouTn .);

" [apojb HE JOJDKEH BKIIOYAaTh B ce0s JIETKO BBIYMCISEMBIE COYETaHHMS CHMBOJIOB (MMEHa,
damuinu U T. 1.), a Take obmenpuHsThie cokpamerns (USER, ADMIN, ALEX u T. 1.);
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" [pu CMEHE MapoJis HOBOE 3HAYCHUE JOJDKHO OTIMYAThCs OT HPEIbIIyIErO HE MEHEe YeM B 3
MO3ULAX;

* JIMuHEI napons [lonp30Baress He UMEET IpaBa co00MIaTh HUKOMY,

"  [IEPHOJAMYHOCTH CMEHBI APOJIs HE JOJDKHA NpeBhinars 90 qHei.

3.10. Cpeacreamu BIOS nomxHa OBITH MCKJIFOY€HA BO3MOXHOCTH pabotel Ha APM ¢
CK3MU, eciu Bo BpeMs €€ Ha4aJIbHOI 3arpy3Ky HE IPOXOIAT BCTPOEHHBIC TECTHI.

3.11. YIIOIHOMOYEHHBIH COTPYAHHK JO/DKEH CKOHOUIYPHAPOBATh ONEPALIMOHHYIO CUCTEMY,
B Cpelie KOTOpoii rianupyercs ucnonszosars CK3U, 1 0CyIIeCTBIATh IEPUOINYCCKUN KOHTPOIID
ClIEIaHHBIX HACTPOEK B COOTBETCTBUM CO CIENYIOIMMMH TPEOOBAHUAMHU:

"  He MCIOJIB30BATh HECTAHIAPTHEIC, M3MECHEHHbIE MK 0TIaf049HbIe Bepcud OC;

"  JCKIIOYHTH BO3MOXKHOCTP 3arpy3ku u ucnonb3oBaHus OC, ONIMYHOM OT NpeXyCMOTPEHHOM
IITaTHOM paboTOMH;

"  JCKIIOYMTH BO3MOMKHOCTH YIAJICHHOTO YIIPaBJI€HMs, aMUHUCTPUPOBAHUA U MOAU(UKALUH
OC u e€ HacTpoOeK;

* Ha APM joimkHa GHITE yeTaHOBIIEHA TObKO ofHa OC;

* npaBoM ycTaHOBKH U HacTpoitkun CK3U nomxen obnaxars TonsK0 OTBETCTBEHHBIN;

" BCe HEHCIIOJb3YEMBIE PECYPChl CHCTEMBI HEOOXOAMMO OTKIIOYMTH (IIPOTOKOJIBI, CEPBHUCHI M
T. IL);

* pexuMsl Ge3omacHoCTH, peanusoBannbie B OC, HOMKHBI OBITh HACTPOCHBI HA MAKCHMAJIBHBIN
YPOBEHB;

* BceM IMOJB30BATENAM M Ipyiram, 3apeructpupoBaHHbiM B OC, HeoOX0nMMO Ha3Ha4YUTh
MHUHMMAJIBHO BO3MOXKHBIE U1 HOpMaJIbHOI paboThI Ipasa.

3.12. HeoOxoauMo MpeayCcMOTPETh MEphl, MAKCHMMAaJIbHO OIPaHHYMBAIOIIME AOCTYN K
CIEYIOLIUM PeCypcaM CHCTEMBI (B COOTBETCTBYIOIIUX YC/IOBUSAX BO3MOXHO TOJHOE yAAJICHHE
pecypca WIH ero HeUCIoIb3yeMO 4acTh):

" CHCTEMHBIH peecTp;

" (haiisIpl ¥ KaTAJIOTH;

" BpeMeHHbIE (ailibl;

" )KypHaJbl CUCTEMBI;

»  (ailyibl NOAKAYKH,

»  xomupyemas nHbopManus (apony u T.IL.);
= omiago4yHas vHGopMaLys.

3.13. HeobxomuMo OpraHu30Barh 3aTvpaHue (II0 OKOHYaHMM CeaHca paborer CK3H)
BpeMEHHBIX (ailiioB u (ailioB mojaKadky, GOPMHUPYEMBIX WM MOAMGUIMPYEMBIX B Ipolecce
pabotsr CK3U. Ecim 3T0 HE BBINOIHMMO, TO Ha MKECTKHUH JUCK TOJDKHBI PaclpOCTPaHATBCA
TpeOOBaHMs, IPEABABIAEMBIC K KIIFOUEBEIM HOCUTEIISIM.

3.14. JlomkHO OBITH HCKIIOYEHO MOIAJaHWE B CHCTEMY NPOTpaMM, MO3BOJISIOLINX,
nons3ysack omubkamMu OC, NOBBIIATE NIPEJ0CTABICHHBIC IPUBUICTUH.

3.15. HeoOxoIMMoO pery/spHO yCTaHaBIiBaTh nakeTsl oOHOBiIeHMs OezomacHoctu OC
(Service Packs, Hot fix u T..), OOHOBIATE AHTHBHPYCHBIE 0asbl, a TAKKE HCCIENOBATH
MHGOPMALMOHHBIE PECYpChl 10 BONPOCAM  KOMIIBIOTEPHOH — 0O€30MacCHOCTH € LEJBI0
CBOEBPEMEHHOM MMHUMM3AIUH OIIACHBIX MOCHIESACTBUM OT BO3MOXHOTO Bo3zieicTeust Ha OC.

3.16. B cayuae noaxmoueHunss APM ¢ ycranosinenHsiM CK3M Kk 001e0CTyIHBIM CEeTIM
TepeNauy JaHHBIX, HEOOXOMMMO HUCKIIOYHTH BO3MOXKHOCTh OTKDBHITHSA M MCIONHEHHs (aiioB U
CKpMNITOBEIX 00bekToB (Hampumep, JavaScript, VBScript, ActiveX), - moxyd4eHHBIX U3
OOIIENOCTYHBIX CeTel nepefauyd JaHHBIX, 0€3 NpPOBENEHHS COOTBETCTBYIOIIMX IPOBEPOK Ha
TIpeMET COEPIKAHUS B HUX NPOrPAMMHBIX 3aK/I1a/I0K ¥ BUPYCOB, 3arpyKaeMbIX U3 CETH.

3.17. Tlpu ucnonszosauuu CK3U Ha APM, NOAKTIOYEHHBIX K OOIIEIOCTYIHBIM CETSIM
CBSI3M, C LEJBI0 UCKIIOUEHHS BO3MOKHOCTH HECAHKIMOHMPOBAHHOIO NOCTYNA K CHCTEMHBIM
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pecypcam wucnoipdyeMsix OC K [porpaMMHOMY OOECIIEYEHHMIO, B OKPYXEHHM KOTOPOIO
¢dyukuunonupyror CK3U, n x xommnonentam CK3M co CTOpOHBI yKa3aHHBIX CETEH, JOJDKHEI
MCIIONB30BaThCA  JOMONHUTENbHBIE METOABl M CPEJCTBa 3allMTHl (HAIIPUMEp: YCTaHOBKA
MEXCETEBBIX JKpaHOB, opranmsaius VPN cereit u T.n.). IIpm stoM mpeanodreHue AOJDKHO
OT/ABaThCs CPEACTBAM 3allMTHl, HMEIOMM CepTH(UKAT YIOJIHOMOYEHHOTO OpraHa IO
cepTUQHKALINH.

3.18. HeoOxomuMO OpraHM30BaTh M HKCIIONB30BaTh CHUCTEMY ay[uTa, I[IPOBOIAMUTH

peryJIspHBINA aHAIU3 PE3YJIBTATOB Y/ IUT4a.

3.19. BAITIPEINAETCA:
OCTaBIIATh 0€3 KOHTPOJIS BBHIUMCIUTENBHBIC CPEACTBA, Ha KOTOPhIX dKcIuryarupyercs CK3H,
1I0CJIe BBO/IA KITFOUEBOM MHPOPMALUH;
BHOCHUTH KaKue-JI00 M3MEHEHUS B IIPOrpaMMHOe o0ecrieueHue CK3I/I
OCYILECTBJIATh HECAHKIIMOHUPOBAHHOE KOIIMPOBAHUE KIIFOYEBBIX HOCUTENIEH;
pasmamarh COAEPKUMOE HOCUTENeH KiodeBod HHGOPMALMM WM IIE€pEfaBaTh CaMu
HOCHTEJIM JIUIaM, K HUM HeE JIOIYIIEHHBIM, BBIBOAUTH KIIIOUYEBYI0O MHPOPMALIUIO HA JTUCILIEH,
IOpUHTEp W HHbIE CcpelacTBa oToOpaxeHus HHGOpMamMu (3a HCKIIOYEHHEM CIIy4Yaecs,
IpeyCMOTPEHHBIX JAHHBIMU [IPABUIIAMH );
UCIIOJIE30BaTh KJIIOUYEBBIC HOCUTENHU B PEXAMAX, HE MPETYCMOTPEHHBIX (QyHKIIMOHMPOBAHUEM
CK3U;
3aIMCHIBAaTh HAa KIIOUEBBIE HOCUTEIH IIOCTOPOHHIOI HHPOPMAIIHIO;
BCTABJIATh KIIOYEBOM HOCUTENIs B  YCTPOMCTBO CUMTHIBAHMS B  pPEXKHUMax, He
IpeyCMOTPEHHBIX IITATHHIM PEXXUMOM HCIIONB30BAHMUS KIIOYEBOIO HOCHUTE]IH;
HoAKIoYaTh K APM [OMOMHUTENBHBIE YCTPOHCTBA ¥ COCIUHHUTENH, HE INPELyCMOTPEHHBIE
IITaTHOM KOMILIEKTalUEN;
BHOCHTH Kakue-1u00 u3MeHeHus B nporpavmuoe obecneuenue CK3U;
W3MEHATH HACTPOMKH, YCTaHOBJIEHHBIE IporpaMmoii ycraHoBku CK3U;
UCIIO0JIE30BaTh CHHXPOIIOCHUIKH, BhIpabaTripaemeie He cpeacTBamu CK3U;
UCIIONB30BaTh OBIBINKE B paboTe KIIOYEBHIE HOCUTEIH Ul 3alMcU HOBOM MHpopMmanuu 6e3
IIpeIBApUTEIHHOIO YHUUTOXKEHHS Ha HUX KII04eBoi uHpopmammu cpencrsamu CK3U;
OCYLIECTBIIATh HECAHKIIMOHUPOBAHHOE BCKPBITHE CUCTEMHBIX 0610k0B APM.

4. [lelicTBHS IPH KOMIPOMeTANMH KPHNTOrpaguyIecKuX KIloYen

4.1. K coOsITHAM, CBS3aHHBIM C KOMIIPOMETAIMeH KIIOYeH OTHOCATCS, BKIIOYds, HO HE

OrpaHUYMBASChH, CIIELYIOIIHE:

MOTEPS KIIFOUEBBIX HOCUTEIIEH;
MoTeps KIFOYEBBIX HOCUTEIIEH C UX IIOC.TICII)’IOHII/IM o0Hapy>XCHUEM;
YBOJIbHEHHE COTPYIAHUKOB, UMEBIIMX JOCTYII K KJIHO4YEeBOH HH(DOpMaLny;
HapyllleHHe [paBWI XpaHEHWs M yHHUTOXKeHMs (IIOCI€ OKOHYAHMA CpOKa JeHCTBHUS)
3aKpBITOTO KJIHOYA;
BO3HHMKHOBEHHE IIOMO3PEHUI Ha yTedyKy HHQOpMalMd WIM €€ HCKOKCHHE B CHCTEME
KOH(UIEHIIUATBHON CBA3H;
HapyIIeHHE TeYaTH Ha celide ¢ KIoYEeBEIMY HOCUTEISMH,
Clly4au, KOrjia HeJib3sl JJOCTOBEPHO YCTAHOBUTH, YTO MPOM3OILIO ¢ KIHOYEBBIMU HOCUTEIISMH
(B TOM YHCiIe CIyday, KOrna KIKO4eBOM HOCHUTE/b BBIIE] M3 CTPOS W JOKAa3aTeJbHO He
OIPOBEPrHYTa BO3MOXHOCTh TOIO, YTO J@HHBIA (aKT IpOM30IIE] B pe3yJbTare
HECAHKI[MOHUPOBAHHBIX ICHCTBUI 310yMBIILICHHNKA).

42. B ciayyae BO3HHMKHOBEHWSI OOCTOSTENBbCTB, YKa3aHHBIX B 1. 4.1 Hacrosimen

Uucrpykimu, Iloms3osarens CK3UM 06s3aH HEMEIVIEHHO NPEKPATUTh OOMEH JJIEKTPOHHBIMA
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JOKyMEHTaMH C HCIOJb30BAHUEM CKOMIIPOMETUPOBAHHBIX 3aKPBITBIX KpPUITOrpadudecKux
KJTF04Yei U cooOmmTh 0 pakre Komnpomeraruy OTBETCTBEHHOMY.

4.3. CMmeHa KpunTorpauyecKux KIO4Yel NMpOBOIUTCS B COOTBETCTBHUU C IOJOKECHUSMHU
PETIaMEHTOB YIOCTOBEPSIOUIMX [IEHTPOB, KOTOPBIMYU OHH OBLIIM BBIJIAHBI.

4.4. Ucnonp3oBauue CK3U MoxeT OBITH BO30OHOBIEHO TOJBKO ITOCIIE BBOJA B JIEHCTBHE
JIPYToro KpUNTOrpaduyecKoro Kjixo4a B3aMeH CKOMIIPOMETHPOBAHHOTO.

4.5. CKOMIpPOMETHPOBAaHHBIE KIIOYU [IOJUIEKAT YHUYTONKEHHUIO B COOTBETCTBUU C
HIOPSI/IKOM, YCTaHOBJICHHBIM B pasjene 5 Hacrosmel Mucrpykuum.

5. YHuuTOXKeHHe KpHNTOrpaduIecKuX KI04YeH

5.1. Hewucrnonp30BaHHBIE WM BBIBEJCHHBIE W3 JEHCTBUS KpUOTOrpadUuecKue KIIOYH
MOJIekKAT YHUUTOKEHHIO.

5.2. YHUYTOXEHHE KpUNITOrpadUuIecKux KIloueii Ha KIIIOYEBBIX HOCHUTEINAX MIPOU3BOIUTCA
KOMHUCCHEM, HA3HAYCHHON PYKOBOAUTENIEM Y UPEKICHUS.

5.3. Kpunrorpadudeckue K04y, HaXOAAIUecs: Ha KIIIOYEBBIX HOCUTENSX, YHUYTOXKAIOTCS
IyTeM HMX CTUPaHHS B COOTBETCTBUMM ¢ TpeOOBAHUSAMM SKCIUIyaTallMOHHOM M TEXHHYECKOH
nokymenTanuu Ha CK3U.

5.4. Ilpu yHMYTOXEHMU KDPHUITOrpaduUecKux KIIOYEeH, HaXONAIIUXCSd Ha KIIOYEBBIX
HOCHUTEJISIX, KOMUCCHSI 00s3aHa:

*  YCTAHOBUTH HAJIMYME OPUTHMHAJIA U KOJMYECTBO KONU KPUNTOrpahuiecKux KIoUue;

" [IPOBEPUTH BHEIIHIOIO IEJTOCTHOCTH KA /I0TO KIOYEBOIO HOCUTEIS;

"  WACHTH()HUIUPOBATh KAKIBIM KIIOYEBOM HOCHUTEIb B COOTBETCTBHM C JKypHAaJIOM
MO3K3EMIUISIPHOTO y4eTa;

"  yOemUThCSA, YTO KpHUITOrpapuuecKue KI04M, HaxOHSIIMecs Ha KIIOYEBBIX HOCHTEIX,
JNEHCTBUTENIBHO MOAJIEXAT YHUYTOKCHHUIO;

" [POM3BECTH YHHUTOKEHME KpUMNTOrpadryecKkux KII0YeH Ha OpPMIMHAJIE€ M BCEX KONMAX
KJIFOYE€BOT'O HOCHUTEJIS.

5.5. O ¢daxre YHHYTOKEHHS KpUNTOrpadUUecKuX KIOUEH cocTaBisercs axkr o0
YHAYTOXKEHUH KPUITOrpadUUeCKuX KIIOYEH.

5.6. AKT 00 YHHYTOXXEHMM KPUOTOrpaUUecKux KIOYed IMOMINMCHIBACTCS WICHAMHU
KOMHUCCHUH U MIPE/ICENATENEM KOMUCCHH.

5.7. B KypHaie MOJK3EMILIAPHOrO yuyeTa OTBETCTBEHHBIM NPOM3BOJUTCA OTMETKa 06
YHUYTOKCHUU KPUIITOTpadhUUECKUX KIIOUYEH C yKa3aHHEM JaThl YHUYTOXKEHHU ¥ HOMEPA aKTa.

58. Axrtel 00 yHuuroxeHun xpunrorpadpuyeckux xmoded CK3U xpansarcs y
OTBETCTBEHHOIO.

6. TpeGoBaHHs K MOMeIIEHNAM, B KOTOpbIX Beaerca padora ¢ CK3U uan xpansrces
KpHOTOrpadryecKre KIIOYH

6.1. ITomemenusi, B KOTOphiX pacnonoxenst APM, Ha koropbix Beaercs pabora ¢ CK3U
WIM B KOTOPHIX XpaHATCA Kpunrorpaduueckue KIrouu (Janee - IOMEIIEHHUs), JO/DKHBI MMETh
IPOYHbIE BXOAHbIC IBEPU C 3aMKaMy, TFapaHTUPYIOMIMMHE HAJEXKHOE 3aKPBITHE IOMEIICHUH B
Hepabouee BpeMms. OKHa MOMENICHUH, PacHoJOXKEHHBIX Ha IMEPBHIX WIM IOCIEAHMX 3Taxax
3JaHUM, a TaKKe OKHA, HaXOMAIIMECs OKOJIO IOXKApHBIX JIECTHUI] M JPYIMX MECT, OTKyda
BO3MOXKHO IIPOHMKHOBEHHE B IOMEINEHWs IIOCTOPOHHUX JIMIl, HE0OXomuMo 000pyHoBarh
OXpPaHHOM CHUTHAJIW3alMEH, peleTKaMy WIM JAPYTUMHM CPEJACTBAMH, TPEMATCTBYIOIIUMU
HEKOHTPOJIUPYEMOMY IPOHUKHOBEHUIO B IIOMEIIECHH.
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6.2. OxpaHa ¥ OpraHu3alys PeXKKUMa B IOMEINEHUAX JOJDKHBI MCKIIIOYUTH BO3MOXKHOCTD
HEKOHTPOJIUPYEMOTO IPOHUKHOBEHUSA W/IHM NPeObIBAHMS B OTHX IIOMELIEHUAX MOCTOPOHHUX JIMIL,
a TaKKe MPOCMOTPa MOCTOPOHHUMY JIMIIAMH BeyIIUXCs TaM palbor.

6.3. JlBepu moOMEUICHUI TO/DKHBI ObITh IIOCTOSHHO 3aKPBITHI Ha 3aMOK M MOIYT
OTKPBIBATHCS TOJBKO JUIS CAHKLIMOHUPOBAHHOTO NPOX0/1a COTPYAHUKOB ¥ IIOCETUTEIIEH.

6.4. OxHa TNOMEIIEHHH JIO/DKHBI OBITH 3alIMINEHBI U1 IIPEJOTBPALICHHUS IPOCMOTPA
U3BHE.

6.5. Tlomemenus, Kak IPaBHIO, JOJKHBI OBITH OCHAIEHBI OXPAHHOM CHIHAJIM3AIMEH,
CBA3AHHOM €O CiIyX00#i oOXpaHbl 3[aHWs WIM JAEXKYpHBIM. VCIIpaBHOCTH CHUTHAJIM3alUK
HEOOXO0IUMO NEPUOANYECKU IIPOBEPSITS.

6.6. B mnoMemeHuM UISi XpaHEHUS KIIOYEBHIX [JOKYMEHTOB, OJKCIUIyaTallMOHHOH W
TEXHUYECKOM  JoKymeHTanuu, wuHcTaummpyromux CK3WM  Hocutened  IOKHO — OBITH
IPEYCMOTPEHO HEOOXOMUMOE YUCIO HAJEKHBIX METALIMYECKMX XPaHMIIMI, 00OpYIOBAHHBIX
BHYTPCHHMMH 3aMKaMU C JIByMs OK3€MIUIApaMM KIIOYEH M KONOBHIMM 3aMKaMH MM
IPUCIIOCOOICHUAMH JUISL OTEYaThIBAaHWs 3aMOYHBIX CKBaXWH. OIMH OJK3EMIUIAp KIHO4a OT
XpaHWIKINA JO/DKEH HaXONHWThCS y COTPYAHMKA, OTBETCTBEHHOIO 3a XpaHuiaumie. JlyOnukarsi
KJIFOYEH OT XPaHMIMIN JOJDKHBI XPaHUTECS B celihe OTBETCTBEHHOIO WM B ceiide pyKOBOAUTELS
Yupexaenus.

6.7. Tlo oxonuyanuu pabodero [JHS MOMEIICHUS U YCTaHOBICHHBIE B HUX XPaHWIMINA
JOJDKHBI OBITh 3aKPBIThI, XpaHWIXIIA OfleYaTaHbl.

6.8. Kmoun or moMelneHuii JO/DKHBI OBITH CJIaHBl IO PAcCIUCKy B COOTBETCTBYIOLIEM
XKypHajIe CIy)X0e OXpaHBl WIM JIeKYPHOMY OJHOBPEMEHHO C II€peNaveil oA OXpaHy CaMMX
nomemienuii. Ileyarn, npeaHa3HAYCHHBIE Ui ONEYaThIBAHKA XPAHWINLI, JOJDKHBI HAXOAUTHCS Y
COTPY/IHUKOB, OTBETCTBEHHBIX 3 9TU XPaHW/IHIIA.

6.9. Ilpu yrpare KI04a OT XpaHWIMLIZ WIM OT BXOJHOM JIBEpY B IOMELIEHHE 3aMOK
HEOOXOIMMO 3aMEHHUTh WM Iepe/ieaTh ero CeKpeT ¢ M3TOTOBJICHUEM K HEMY HOBBIX KIIIOUEH C
JIOKyMEHTAJIBHBIM OopMiIeHHeM. ECiiu 3aMOK 0T XpaHWIKINA [IEPEEIaTh HEBO3MOXHO, TO TaKOe
XpaHWIHIIEe HEOOXOIUMO 3aMEHHUTD.

6.10. [Ipn oOHapyKeHUH IIPA3HAKOB, YKa3blBaIONMX  HA  BO3MOXHOE
HECaHKIIMOHUPOBAHHOE MPOHUKHOBEHUE B 3TU MOMEILICHUA WIM XPaHWIMINA IIOCTOPOHHMX JIMIL,
JIOJDKHO OBITh HeMemIeHHO coobmeno OreercTBeHHOMY 3a obecredeHue 0e30IacHOCTH
IIEpCOHAIBHBIX JaHHBIX Npu ux o6padorke B MCII/In.
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